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First launch of the software

Au premier lancement du logiciel, DOMOS vous demande de sélectionner votre langue:

Sélectionnez la langue : [E’@ﬂ‘l

Ne plus me rappeler

Select your language then press “OK”. You can also check the box “Don’t remind me again” if
you don't want DOMOS to ask you for the language at every launch.

If you want to choose

If you want to display the choice of language at startup again, go to the "Tools" menu,
"Preferences" and check the "Request language at startup".

If you want to create a new installation, click "Yes" when prompted.

Installations management

After selecting your language, the following window appears:

Actions
[i= Open
Ty Add
£2 Modify
L4 Delete
[ Save
(¥ Restore
_] Migrate to SQL
@ Help -

Select an installation or an action




This window allows you to:

- Open an existing installation

- Add a new installation

- Change the settings of an existing installation

- Delete an existing installation

- Save an existing installation

- Restoring a system from a backup file

- Migrate an ACCESS database installation to a database SQL SERVER
- View the software help

- Start a remote support session

From the previous window, click "Add".

1. Installation type selection

What type is your installation?

@ Single-station installation (Access databass)

) Client/server installation: server station (SQL Server databass)
() Client/server installation: client station (SQL Server database)

In this window, select the type of installation:
» If you are only using one PC:

e Select "Single-station installation (Access database)".

> If you are using several PCs:
e |If you are installing DOMOS on the server station, select "Client/server installation:
server station (SQL Server database)".

Caution: the server station must always be left on.



e If you are installing DOMOS on a client station, select "Client/server installation: client

station (SQL Server database)".

Click “Next”.
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2. Database location

Name of your installation:
New installation 1

Database location:
C:\ProgramData"JCM\DOMO S\ Installations

From this window:

- Specify the name of your installation

- Specify the location of the database. You can use the button ] to display the file
system of your computer. The default directory is in the “ProgramData” folder of
Windows. Be careful if you change this folder, make sure DOMOS has access rights to
read and write on it.

- Change the image of the installation. To do this, click the “Modify” button.



2. Database location

Name of your installation:
New installation 1

Database location:

Database name:

DOMOS Use Windows service
Authentication mode:

Windows authentication

From this window:

Specify the name of your installation

Specify the path to your SQL Server. You can use the button Ll to display the list of the
SQL servers on your network.

Specify the name of your database (default is “DOMQS”)

Specify the authentication mode of your SQL Server (Windows authentication - using the
user of the Windows session currently opened on the computer - or SQL authentication -
using the login “sa” or another and the password defined during the installation of the
SQL Server instance). If you do not have a Windows domain and / or the user of the
currently opened Windows session is not allowed on the database, use SQL
Authentication.

Specify to use the Windows service: This allows to close the computer Windows session
while maintaining active the dialogue with the central units (eg the use of global anti-
pass-back between several central units, online automation, management of Galaxy
HoneyWell central units - Additional license required in this case). If you use the
Windows service, using SQL authentication is mandatory.

Specify the image of the installation. To do this, click the “Modify” button.
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2. Database location

Name of your installation:
MNew installation 1

Database location:

Database name:
DOMOS

Authentication mode:
Windows authentication

From this window:

Specify the name of your installation

Specify the path to your SQL Server. You can use the button L to display the list of the
SQL servers on your network. Warning, if you want to access a remote SQL Server
instance (eg VPN or NAT rule), scanning the server will not work. You must then specify
the path to your database as follows: IPAddress,Port (eg 192.168.1.1,1433).

Specify the name of your database (default is “DOMOS”)

Specify the authentication mode of your SQL Server (Windows authentication - using the
user of the Windows session currently opened on the computer - or SQL authentication -
using the login “sa” or another and the password defined during the installation of the
SQL Server instance). If you do not have a Windows domain and / or the user of the
currently opened Windows session is not allowed on the database, use SQL
Authentication.

Specify the image of the installation. To do this, click the “Modify” button.

Click “Next”.
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3. Reader type

Do you know what type of reader is used?

@ No, | will configure it later

() Yes, | use the following type of reader: [Wﬁegand

From this window, if you have the same type of reader for all your access, check the option “Yes,
| use the following type of reader” and select your type or reader in the list. This will prevent you
to set the type of reader for all central units and extension modules of your installation.

Click "Next".

s . =

4. Confirmation

Creation of new installation:

Creating installation: New installation 1
Path: C:\ProgramData \JCM\DOMOS\Installations
Single-station installation (Access database)

Check all the information based on your previous settings and click "Confirm".
If the Windows service is used, a message will appear asking you to restart it. Then click on

"Yes" when prompted.
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From the installation management window, select your installation and click “Modify”.

MNew installation 1

Access path:
C:\ProgramData"JCM\DOMOS\Installz

[] Defautt installation

From this window:
Specify the name of your installation. Remember that this will not change the name of

the folder used for your installation.
Activate the default installation: at the start of DOMOS, the default installation will start

automatically after 30 seconds if no action is taken within this time.

Change the image of the installation. To do this, click the “Modify” button.
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Name:
MNew installation 1

Access path:

[7] Defautt installation

Client station:

[Senrer station

Database name:
DOMOS

Authertication mode:
[Windows authentication

From this window:

Specify the name of your installation

Specify the path to your SQL Server. You can use the button L to display the list of
SQL servers on your network.

Activate the default installation: at the start of DOMOS, the default installation will start
automatically after 30 seconds if no action is taken within this time.

Indicate the type of installation from the choices Client station: Server station, Server
station with Windows Server service, Client station.

Enter the name of your database (default is “DOMOS”)

Specify the authentication mode of your SQL Server (Windows authentication - using the
user of the Windows session currently opened on the computer - or SQL authentication -
using the login “sa” or another and the password defined during the installation of the
SQL Server instance). If you do not have a Windows domain and / or the user of the
currently opened Windows session is not allowed on the database, use SQL
Authentication.

Change the image of the installation. To do this, click the “Modify” button.

Click “OK” to confirm the changes. If the Windows service is used, a message will appear asking

you to restart it. Then click on “Yes” when prompted.
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From the installations management window, select the installation to remove and click “Delete”.

Confirmation l £ ]

I Confirm deletion of this installation?

Oui | [  Non

Confirm the deletion by clicking “Yes”.

When a SQL Server database is used, you will be prompted to confirm the deletion of the
database on your SQL instance. Click "Yes" if you are sure to delete the database.

If the Windows service is used, a message will appear asking you to restart it. Then click on
“Yes” when prompted.

Caution: Deleting will automatically destroy all data on your computer according to the selected
installation. Reading the parameters from our central units is impossible, so this operation is

irreversible. Make sure you have a backup before performing this operation.

From the installations management window, select the installation to save and click “Save”.
Choose the location of the backup file and click “Save”.
Enter the password of the administrator of your installation and click “OK”.

Make sure you have write access rights to the selected location.

From the installations management window, click "Restore."

Select the file to be restored in ZIP format and click “Open”.
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@ Mew installation 1 &

Mame: lcon
Mew installation 1

Access path:

[T] Default installation

Client station:
[Senrer station ']
Database name:
DOMOS
Authentication mode:
Windows authentication -

Cancel

From this window:

Specify the name of your installation

Specify the path to your SQL Server. You can use the button L to display the list of
SQL servers on your network.

Activate the default installation: at the start of DOMOS, the default installation will start
automatically after 30 seconds if no action is taken within this time.

Indicate the type of installation from the choices Server station, Server station with
Windows Server service, Client station.

Enter the name of your database (default is “DOMOS”)

Specify the authentication mode of your SQL Server (Windows authentication - using the
user of the Windows session currently opened on the computer - or SQL authentication -
using the login “sa” or another and the password defined during the installation of the
SQL Server instance). If you do not have a Windows domain and / or the user of the
currently opened Windows session is not allowed on the database, use SQL
Authentication.

Change the image of the installation. To do this, click the “Modify” button.
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From the installations management window, select the Access database installation to migrate to

SQL Server, then click “Migrate to SQL".

The following message appears:

s

[ Oui ] [ Non

If you have not save your installation, click “No”. Perform your backup (see previous section) and

then try again. Otherwise, to start the migration, click “Yes”.

@I Mew installation 1

MName:
New installation 1

Access path:

[ Default installation
Client station:

Server station

Database name:

DOMOS
Authentication mode:
" |Windows authentication -
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From this window:

Specify the name of your installation

Specify the path to your SQL Server. You can use the button L to display the list of
SQL servers on your network.

Activate the default installation: at the start of DOMOS, the default installation will start
automatically after 30 seconds if no action is taken within this time.

Indicate the type of installation from the choices Server station, Server station with
Windows Server service, Client station.

Enter the name of your database (default is “DOMOS”)

Specify the authentication mode of your SQL Server (Windows authentication - using the
user of the Windows session currently opened on the computer - or SQL authentication -
using the login “sa” or another and the password defined during the installation of the
SQL Server instance). If you do not have a Windows domain and / or the user of the
currently opened Windows session is not allowed on the database, use SQL
Authentication.

Change the image of the installation. To do this, click the “Edit” button.

Click “Migrate to SQL” to start the migration.
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Opening an existing installation

From the installations management window, select the installation to open, then click “Open”.

@ Opening 2 sesson

From this window, select the manager.

If the selected manager has protected his session with a password, enter it.

Click “OK”.
First opening of an installation:

If you open an installation for the first time, DOMOS will ask you to enter the password for the

Administrator manager as follows:

O Password change E

Mew password:

Confirm password:
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If you do not want to protect the Administrator with a password, click “OK". Otherwise, enter the

password, confirm it and click “OK”".
We recommend to enter a password to the Administrator Manager because this manager has

unrestricted access to the software functions.
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Managing the menus
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J Active installation

This window provides several menus for using the software. Throughout this technical guide, you

will receive all the information needed for getting started with the DOMOS software.

The toolbar

m Technical ~ | X

AL
Schedules and access groups ~ %Users v . Events ~ g Maps ~ § Administration ~
==

This toolbar represents all the functions of the software

Technical: display all system configuration and status of each security element (central

units, extension modules, readers, ...)

Schedules and access groups: management of users access rights, users access

schedules but also free access (open maintained doors), holidays and special days (not

holidays but different access times from usual hours)

Users: management of users accessing the facility and their identifiers (cards,

transmitters, codes...), listing tool (creating custom lists of users based on many

customizable filter lists), calculating the time of attendance, and display of users current

location.
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Events: Display of events occurring in the facility and history tool (creating custom events
list depending on many customizable filter lists)

Maps: Creating an interactive map of the facility to view and control the status of various
elements graphically

Administration: Management of the Managers allowed to access DOMOS software and

visualization of their logs

To show or hide the toolbar, click the “Display” menu and then “Toolbar”.

Tip: To hide this bar each time you start DOMOS, go to the “Tools” menu, “Preferences”,

“Configuration” tab and uncheck the “Display toolbar on startup”.

Active installation

This status allows you to easily know the global status of the equipment of your installation. The

statuses can be:

Nominal Installation: No fault of the equipment. The system is working properly.

Check dongle: No fault of the equipment. However, no dongle is detected which means
that no updates and no collection of events can be done. This error can occur if you use
more than 2 readers on your system and no central unit is equipped with a dongle.
Check status of equipment: At least one device is not connected properly. In this case,
open the equipment status from the "Technical" menu, "State of equipment" and check
the status of all equipment. At least one of them must be connection failure or
disconnected.

Main station disconnected: In case of a client / server installation, DOMOS should not be
launched on the server. To continue the upgrade of the central units and collect events,
DOMOS must be launched on the server.

Database access problem: the database is no longer available. Restart DOMOS and make
sure the database is functional.

Check status of equipment (no dongle detected): At least one device is not connected
properly. In this case, open the equipment status from the "Technical" menu, "Equipment
status" and check the status of all equipment. At least one of them must be in connection
failure or disconnected. Furthermore no dongle is detected. Very often, this status

appears when the central unit with the dongle is disconnected. Check its status.
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The additional list of events

Close

Date Type Reader Identifier Last name First name

This list displays all events that occurred on your installation since the start of DOMOS. It is
always empty on the software startup.

To close this list, click the "Close" button.

To view or hide this list, click on "Display" and then "Event List".

Tip: To hide the list each time you start DOMOS, go to the "Tools" menu, "Preferences',

"Configuration" tab and uncheck the "Display events list".

The status bar

Security level 1 |Administrator Domes LIGHT Activeinstallation“ﬁl Sounds enabled

From this bar, you can:
e Check the security level of your installation. To change it, click it and press “OK”

Select the cument securty level:

@ Security level 1

() Securty level 2

(71 Security level 3

e Check the name of the current session manager
e Check the Software License Version (maximum number of readers allowed)

e Check the status of the equipment in your system (see Installation Status above)
e Enable or disable the sounds played on each received event.
Tip: To turn off the sounds each time you start DOMOQOS, go to the "Tools" menu,

"Preferences", "Configuration" tab and check the "Disable sounds on startup"
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To show or hide this bar, click the "Display" menu and then "Status Bar".

Close
Add a shortcut

Shortcuts allow you to use a software function with a single click.

To show or hide the shortcuts, click the "Display" menu and then "Shortcuts". To hide the
shortcuts, you can also click the "Close" button.

Tip: To hide the shortcuts each time you start DOMOS, go to the "Tools" menu, "Preferences",

"Configuration" tab and uncheck the "Display shortcuts on startup".

For more information, see "Shortcuts".
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@ MNew installation 1 Lé‘

Display

| Acknowledge 4

This window allows you to use different shortcuts and see events scrolling.

To display this window, right click on the icon @ next to Windows time and click "Display".
From the “Display” menu, you can choose to view shortcuts and / or events.
You can browse the events by clicking on the right and left arrow and choose to make disappear

the event from the list by clicking the "Acknowledge".

To show or hide the icon @ , click the "Display" menu and then "Remote Control".
Tip: To hide this icon each time you start DOMOS, go to the "Tools" menu, "Preferences",

"configuration" tab and uncheck the "Display remote control window on startup".

@) Domos - New installation 1)

File | Display Tools Wir

Save

Change password

( Close session

Quit

From this menu, you can:
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Save your installation on your PC in ZIP compressed format. Please note that this
operation is not possible in case of using the Windows service. In this case, use the
backup menu from the installations management window, or use the automatic backup
("Tools" menu, "Preferences").

Change the password of the current session manager.

Close the session without leaving the application.

Exit the application

@ Donms-New installation m

File | Dhsplay | Tools Window

E toclbar
‘m E Status bar
Z Event list
E Shortcuts
- She Remote control

F
5
F.

From this menu, you can:

Show or hide the toolbar

Show or hide the status bar

Show or hide the additional list of events (at the bottom of the main window)

Show or hide the shortcuts

Show or hide the DOMOS icon in the Windows toolbar to display the Remote Control

window.
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8 Doros - New nsaision IR

File  Display

w Techni

Tools | Windows

_ Site configuratio
L Zones

Updates Help

Event configuration
Preferences

Badge printing templates
Module management

Company management

Autormatic import

0 Event settings

Quick search:
I
Select all Unselect all
Event - Configuration:
Unknown identifier 4 Aerts
) . = Send and e-mail No
Suspended identifier 4 Audio
Stolen identifier L Sound Disabled
Identifier off site 4 Colour
- — Text Colour Il ooo0

|dentifier out of distributor 4 Display is in
|dentifier nat attributed The list Yes
User accepted The addttional list Yes

The remote control winde Yes
Waiting for code The overview Yes
Prohibited user 4 Name

MName Unknown identifier
User has already entered 4 =
|User has already left Mumber of days 365
User not valid on door
User outside time range
Door locked
Vehicle not detected
Group prohibited «|| Defautconfigumton || OK |[ Cancel |
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In this window, you can:

e Perform a quick search for an event by entering part of the event name.
e Select or deselect all events with a single click.
e See and change the configuration for one or more events.

e Set the events in their default configuration

From the configuration window, you can:

Choose to show events in:

e The Event List (Menu Events and See events)

e The additional list (bottom of the main window)

e The remote control window

e The map

Choose to send alerts by Email to the authorized managers. Caution: to use this feature,
you must set the information of the sending email server from the Tools menu, then
Preferences Emails tab.

Enable, disable or change the sound associated with the event.

Change the color of the event text.

Change the event's label.

Remove the events after a certain number of days (365 by default)

Back to the default configuration:

To do this, select the events and click "Default configuration".

) Default configuration B pr— &J

Check the parameters to restore to default configuration:

[7] Digplay in all lists

[7] Do not send e-mail alers
[T Default sound

[7] Black colour

[7] Default name

[] Time before 365-day purge

oK || Cancel

Check the items to restore default settings and click "OK".
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@I Favourites ﬂ
| Autosave |

Configuration |Emai|5 | Additional information | Biometrics | Accessores | Extemal connections |

Display remote control window on start-up

Display shortcuts on start-up

Display toolbar on start-up

Display events list

Ask language on start-up

[] Manage identifiers in hexadecimal

[] Display numbers written on identifiers

[] Digable sounds on start-up

Load sounds onto client stations

[7] Enable global anti-passback

[7] Delete users having reached the maximum number of passages
[] Delete expired users

[] Enable the Input/Cutput module - IP address:
Authorise multiple modification of users and identifiers

OK || Cancsl

In this tab, you can:

- Display the remote control window on start-up in the Windows taskbar.
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- Display the shortcuts when the software starts.

- Display toolbar on start-up.

- Display the event list.

- Ask for the language when the software starts.

- Manage badge numbers in hexadecimal.

- Use the number written on the badges, instead of the number read by our central units
(useful when the logical number is different to the physical number).

- Disable the sounds when the software starts.

- Load the sounds onto the client stations in case of a client/server installation (SQL
SERVER database). This function can be useful for reducing the DOMOS start-up time on
client stations.

- Enable global anti-passback: this function is useful if the installation comprises several
entry or exit readers connected to several IP central units.

Caution: to use this function, DOMOS must be running continuously on the PC or use the
Windows service.

- Delete users that have reached their maximum number of passages. The number of
passages or times that badges can be used is defined in the user's record in the Options
tab. The passage count setting is configured in the reader via the Configuration tab.
Caution: users will only be deleted every midnight. If you use this function, ensure that
DOMOS is running at midnight.

- Delete expired users. The user's validity period is configured in the user's record in the
Authorisation tab. Caution: users will only be deleted every midnight. If you use this
function, ensure that DOMOS is running at midnight or use the Windows service.

- Enable the 1/0 module, where eight inputs for a IP-12 central unit can be used to control
a DOMOS shortcut according to the input status.

Allow multiple users and identifiers to be deleted. As such, managers can delete several

users and identifiers in just a few clicks.
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Emails tab

& Favourites E

Autosave
Corfiguration | Emails | Additional information | Biometrics | Accessories | Extemal connections |

Sender e-mail:

SMTP server (outgoing mail): SMTP server port: Encryption:

- = [None 7
Authentication ’ Test ]
Contacts
| T1Add || X Delete |

In this window, you can:

- Define the email sender.

- Declare the SMTP server (outgoing mail) and the SMTP server port (25 by default).

- Define the Encryption (None, TLS or SSL) if the SMTP server requires one.

- Check authentication and then define the login and password if the SMTP server requires
authentication.

- Manage contacts recipients of reports published from the tools Listing and History: To add a
contact, enter his email address and click "Add". To delete a contact, select him in the list

and click "Delete".

Click the "Test" button to send a test email. Then enter the contact's email address to send this

test.
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Additional information tab

‘ Favourites ; m

Autosave
Corfiguration I Emisl Additional information |Eomdncs I Accessories I Em:ndcxrnedmnsl

Additional information for users

[Text »|| T3add || X Delete |

Name Type Choice  Mandatory |dentity window

In this window, you can configure up to 20 additional fields containing user-related information.

These fields will be displayed in either the Identity tab or the Additional information tab in the

users' records.

To add a field:
e Define the name of the field.
e Select the required type of field from the following choices: Text (simple text input),
Multiple selection (selection from several values during input), Check box (equivalent to
Yes / No-type information).
e Click on Add.

To change the list of values in Multiple selection fields, click on the "..." button as follows:
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Additional information for users

| Muttiple selection v | | frAdd | | €3 Delete

Name Type Cho®s, Mandatory Identity window

The following window is displayed. Enter the required value types separated by commas:

@ Entry u

=
Enter the selections, separated by commas W

| ok || Ccancel

To make a field mandatory when entering user information, check the "Mandatory" box.
To display a field in the identity tab of a user record, check "ldentity window".
To delete a field, select the field and then click on the "Delete" button. Caution: the information

entered in the field will be lost.
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&8 Favourites l.i&
Autosave

Configuration | Emails | Additional information | Biometrics | Accessories | Extemal connections ‘

Mifare encoding

L

First Mifare sector used: 1

] Specify Mfare keys:

4

Management of fingerprints onby

[] Enable

By selecting this box, you acknowledge that you
are in a country where the use of a fingerprint
alone as the sole means of identfication is

[ Load photos onto biometric readers {approximately one second per photo)

| ok || Cancsl

In this window, you can:

Configure the encoding settings for the Mifare badges: you can then configure the index
of the first sector that will be used, as well as the encryption keys.

Caution: We recommend you to specify your own Mifare key for more security. In this
case, note these keys. If you lose, you will not be able to use the badges already
encoded.

Enable the management of fingerprints only. Caution: before enabling this function,
ensure that the country in which the system is being used permits the use of biometrics
as the sole means of identifying users.

Load photos onto biometric readers (approximately one second per photo).
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@ Favourites

Autosave

Configuration I Emails I Addtional information | Biometrics | Accessories | Extemal connections I

Mumber of bits used by the DIGIUSE
32 —

Sending SMS
[ Enable

Message:

0K || Cancel

In this window, you can:
Configure the number of bits managed by the DIGIUSB: the Mifare badge enroller /

[ ]
encoder (between 16 and 32 bits).
e Enable SMS functionality, with the option of entering a message up to 99 characters

(requires a GPRS USB modem).
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External connections tab

‘ Favourites I m

.Fltnsml
Configuration | Emails | Additional information | Biometrics | Accessories | Extemal connections

Enable web server

P port: |amu E" [ Configure Wind ]
Authertication: [I-Ejiym vl
| Fitter authorsed [P addresses

@ Addan P address:

() Add a range of IP addresses: from to:

Authorsed |IP addresses

0K || Cancel
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In this window, you can:

- Click on | CerfaweWindows | 15 configure Windows (this button does not appear in Windows
XP).
- Define the IP port (8080 by default).

- Select an authentication level from Highly secure, Secure or Not secure.

- Filter the IP addresses authorised to sign into DOMOS, enter one or more IP addresses or

define a range of IP addresses.

& Favourites lﬁ

Configuration I Emails I Additional information | Biometrics | Accessories | BExtemnal connections |
Autosave

Enable autosave

Sawve frequency Next save

Save every 24 = hours

[] Force save
Start from D0:00 =

Save directory: C]

Export to an FTP server
Server: ftp:s

User ID:

Password:

Export to an e-mail

E-mail:
E-mail a report

E-mail:

0K || Cancel

In this window, you can:
- Enable the autosave feature. To do this, check the box “Enable autosave”.

- Configure the save frequency (expressed in hours) and then specify the start time.
- View the time of the next save.

- Force the save, which will be performed as soon as you click on OK.
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- Specify the save directory. If you use a SQL SERVER database installed on another PC,
you will have to set the path to a readable / writable directory accessible by the SQL
instance and by DOMOS.

- Choose to export the save to an FTP server and define the login and password in case of
a secure server.

- Choose to send the save by email. Caution: ensure that you configure the email server
settings in the "Emails" tab and ensure sending "big" files is permitted.

- Choose to send a report on the save process by email. In this case, enter the email
address of the recipient of this report. Caution: Be sure to set the sending mail server

from "Emails" tab.

Badge printing templates

Bowepprs =
5 Modty | [ X Delete

To add a new template, press “Add”:




Name Default printer
Template 1 [PDF Complete

Available fields Preview

Conrfiguration

Image

User photo

Last name

First name

Identifier

Background

4 Configuration
Colour [] White
Image ] None

Company

o) (o)

From this window, you can:
¢ Name your printing template.
e Select a default printer.

e Configure the background of the template (color and back image)

e C(Clickon l - ]or[ . ]to add or delete a field in the preview.

When a field is selected in the preview, a configuration window is automatically displayed. You
can use the Configuration menu on the right side of the window.

You can move a field on the preview by clicking and moving the mouse. You can also define its
position from its pixel configuration.

Fields User Photo, Name, Company Name, and |dentifiers can only be added once. Their value
will be automatically replaced by the user information when printing a card.

When your template is finished, confirm by clicking on OK. You can see the result in the user's
record. See "Managing users".

To use your template and print a user card, open the user record then go to the "Printing" tab.
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Module MOD-VISITEURS Disabled
Module MOD-SMARTCODE
Module MOD-GALAXY
Module MOD-MORPHO
Module MOD-PARKSO

Module MOD-LPR

From this window, you can activate some additional software modules:

MOD-VISITORS: visitor management, compatible with the use of an ID reader.
MOD-SMARTCODE: printable temporary codes on ticket management.

MOD-GALAXY: GALAXY Honeywell® unit management. Caution: this module requires
the use of SQL SERVER database and the Windows service.

MOD-MORPHO: MORPHO biometric readers (VP Series, Series J, Series 100, Series
500 and Series 500 OMA) management.

MOD-PARKSO: invoice management and manual or automatic cashiers

MOD-LPR: recognition of license plates management. Caution: This module is
compatible with the DIGIFORT® LPR software.

These modules require an additional license.
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Company management
Buactcomprrs

| flhﬂ I B Modify X Delete iiPm

Name

This window allows you to manage different companies present on your facility and which have
access to the software.
You can assign readers, cameras and floors to each company. This way you can distinguish the

access rights and configuration of readers, cameras and floors for each of them.

To enable or disable the multi-company management feature, click on , followed by
"Yes" or "No".

@ Disable multi-company management? @ Enable multi-company management?

l Cui I Nen l Qui l I Non

39




To add a new company, click on "Add":

Identity tab

@ Company 1 =

Idertity | Contact details | Authorised readers | Authorised cameras | Authorised floors |

Last name:
Company 1

Mame of manager:

SIRET business identification number:
Check

VAT number:

Group:

From this tab, you can:

- Define the name of the company and the manager.

- Enter and check the SIRET number (company incorporation number) by clicking on "Check"
(the PC must be connected to the Internet).

- Enter a VAT number.

- Select a default access group.
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Contact details tab

Telephone:

Fax:

From this tab, you can enter the company's:

e Address.
e Postcode.
e City.

e Country.

e Telephone number.

e Fax number.
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Authorised readers tab

@ Company 1 ==

From this tab, you can select which readers will be used by the company. This means that the

company can only display events occurring on these authorized readers, only affect these readers

to its users, or change their settings.
The All and None buttons can be used to quickly select or deselect all readers.

Authorised cameras tab

& Company 1 ==

ity | Contact details | Authorised readers | Authorised cameras
[ Al ] ’ None ]
oK |[ Cancel

From this tab, you can select which cameras will be used by the company. This means that the
company can only display and/or drive these authorised cameras.

The All and None buttons can be used to quickly select or deselect all cameras.
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Authorised floors tab

& Company 1 i,
| Identity | Cortact details | Authorised readers | Authorised cameras | Authorised floors

LA [ None |

From this tab and in case of lifts, you can select for which floors the company has authorised

access. This means that the company can only only affect these floors to its users.
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With the DOMOS software, you can import data for one or more users from the Active Directory

application or an XML file.

Automatic import L XN
& pol 2t

Module enabled
Import frequency Import format

movey (1 fom 7] [fceDucmy .

Start from 00-00 =

Active Directory

Domain name:

User 1D:

Password:

[] Delete users not listed

e[| Force import 0K ][ Cancel

To enable the module, check the "Module enabled" box and then select the:
o Import frequency. You can specify a value between 1 second and 60 days.
e Start time for the next import.

e |Import format.

The Force import option is used to immediately import the data after clicking on OK.
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Automatic import Li_&
& pol

Module enabled
Import frequency Import format

motevey 1 %|fom <] [sawsDmamy .

Start from 00:00 £

Active Directory

Domain name: —
User ID: —
Password: —

[7] Delete users not listed

7] Force import OK ] [ Cancel

With the Active Directory import format, specify the:
- Domain name.
- User ID and Password of a user with enough access rights to read your domain Active

Directory.

By checking the "Delete users not listed" box, any users listed in DOMOS but not listed in the
ACTIVE DIRECTORY will automatically be deleted during the import.
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XML

With the XML import format, specify the location of the XML file from the following choices:

In case of a physical or FTP path, check the "Delete file after importing" box if you want DOMOS

Module enabled
Import frequency Import format
otermy B e
Start from 00:00 2
XML
Data location
© Path: (=]
7 HTTP: http://
@ FTP: ftp://
[ VISIOAXESS settings |
[] Delete file after importing [ Corfiigure time delays ]
Data to be imported
XML tag -
b Lastrame - _
First name —
Group —
Walid from —
Walid wntil < i
[7] Force import [ OK ] I Cancel

A physical path pointing to a data directory.

A HTTP path (generally used by online reservation sites).

to automatically delete the file after importing.

In the "Data to be imported" window, enter the different XML tags in the corresponding fields.

The following fields may be imported:

Last name: the user's last name.

First name: the user's first name.
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e Group: the user's access group.

e Valid from: the start date of the user's validity.

e Valid until: the end date of the user's validity.

e Photo: a photo of the user (JPEG format).

e Action: action to be performed according to the value of the field (1: modify, 2: add, 3:
delete). If this field is left empty, users will always be added.

e Additional fields: you can add up to 20 additional data fields (such as reservation

number and location). These fields must be created in the software's Preferences.

XML file sample:

<?xml version="1.0" encoding="I1S0-8859-1" standalone="yes"?>
<RESERVATIONS >
<RESERVATION>
<GROUPE>location1 </GROUPE>
<NOM>PIERRE</NOM>
<PRENOM>STEVEN </PRENOM >
<ARRIVEE>30/07/2013 16:00</ARRIVEE>
<DEPART>31/07/2013 11:00</DEPART >
<COD>912491 </COD>
</RESERVATION>
<RESERVATION>
<GROUPE>location2 </GROUPE >
<NOM>OLIVIER</NOM>
<PRENOM>HENRY </PRENOM >
<ARRIVEE>10/08/2013 17:00</ARRIVEE>
<DEPART>10/08/2013 15:00</DEPART >
<COD>776085</COD>
</RESERVATION>
<RESERVATION>
<GROUPE>location3 </GROUPE >
<NOM>ALEX</NOM>
<PRENOM>JACQUES </PRENOM >
<ARRIVEE>12/08/2013 14:00</ARRIVEE>
<DEPART>12/08/2013 21:00</DEPART >
<COD>620372</COD>
</RESERVATION>
</RESERVATIONS >

This menu allows you to reorder the windows using the following choices:

Updates  Help

Cascade
Tilevertical
Tilehorizontal
Close all

Reorganise icons
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This menu allows you to perform the updates of the central units and extension modules.
Depending on your choice, click one of the following items:

Updates | Help

Central units

Modules

Updating a central unit or an extension module:

Caution: these updates must be performed by a qualified operator. We recommend you to
perform these update with your fitter.

File:

Update [ MNaomal - ]

Select the file containing the update using the button D
Select the update mode:
- Normal: Standard update procedure

- Forced: If an attempt to update has already been carried out or interrupted
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Check the central unit or modules to update and click "OK".

Once the updates made, click "Cancel."
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Technical menu

Central Units

When your installation is started for the first time, you are prompted to create a central unit:

omos - New installation 1
File Display Tools Windows Updates Help

¥ A
TP Technical gkwulumd access groups %m . . Events ~ ;; Maps - Administration +

Close

N $ 3 Close
L Ste configuration J Active installation
. Zones Add a shorteut
U s
:% Crestea Central unit P-12 |
_ MORPHO readers
. Display modules

“wity level 1 | Administrator | Domos LIGHT | Active installation | { Sounds enabled

w Technical ~

e Create a IP-12 central unit.

Otherwise, click on , "Site configuration", and "Central units". In the menu, you can:
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A Central unit IP-12 |ﬁ

Farameters | Operating mode
MName: Autoprotection
[] Tamper Switch Input
[I'U'IAC address: hd ]
- 1000 [] Power supply emor input
[ Search l
[7] Disconnect
Password protection
Arti-passback 7] Enable
[T] Enable
Automatic time change
Enable
Transit time
[T Enable the transit time Lobby management
| Disabled ")

oK H Cancel ]

From this tab, you can:
- Name your central unit: enter the name in the "Name" field.
- Choose the method for communicating with the central unit:

o MAC address: before each connection, the IP address of the central unit will be
automatically searched by DOMOS. This mode allows the use of a DHCP address
on the central unit. However, it is unusable in case of remote connection (VPN /
NAT). In this case, use the IP address mode.

o |IP address: requires the use of a fixed IP address on the central unit. This mode
is also used in case of a remote connection (VPN / NAT) or when UDP is blocked
on the network.

o DNS: domain name or URL. This mode can be used when DYNDNS.

- Click on the "Search" button to automatically detect the cental units connected (if using
MAC address or IP address).
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Disconnect the central unit: stops all communication with the central unit.
Select the connection type: local area network (if your central unit is connected on the
same network) or Internet / VPN (if your central unit is accessible via Internet)
Enable Anti-passback and Anti-time back:
e Anti-Pass-Back: This mode allows you to control a user's transition cycle. The user
must be out to get in and vice versa.
e Anti-Time-Back: users that have already entered can enter again once the specified
time has elapsed. The same applies to the exit.
Enable the transit time: A user that have already entered will not be able to go out if he
exceeds that time.
Enable Autoprotection: check the "Tamper switch input" box to generate an event if the
central unit box is opened (a tamper switch must be wired to the central unit). Select the
type of contact (NO: normally open or NC: normally closed). Check the "Power supply
error input" box to generate an event if a failure occurs in the central unit's external power
supply (a fault contact must be wired to the central unit). Select the type of contact (NO:
normally open or NC: normally closed).
Enable "Password protection": protect the central unit against any external connection

attempts.
Password protection
| Enable

Password:

Enable "Automatic time change" (enabled by default): allows the summer / winter time to
be automatically changed in the central unit (last Sunday of March and October).

Enable Lobby management: this feature prevents users from opening several lobbies at
the same time. This function can be permanently operational or active during a specific

time range.
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& Central unit IP-12

Operating mode

Door 1

oK

| [ cancel

From this tab, you can:
e Select the one reader per door mode.
e Select the two readers for one door mode.

e Name the doors associated with each reader.
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Extension modules

To add an extension module, click on "Extension
modules" and then the type of module to be added as

follows:

Parameters tab

File Display Tools Windows Updates Help
3 e
w Technical - l Schedules and access groups ~ ﬂ
: Close
. Ste configuration :J Active installaf
----- . Zones
----- . Lifts
[ Central units
B

Add a module IP-EXT4
Add a module IP-EXTIO
Add a module IP-EXTINT
Add an APERIO reader

----- - MORPHO readers

..... . Display modules

M

Parameters | Readers 14 2| Readers 34 4]

Name:
Module 1

ID:
\1 z

Autoprotection

Box break-in input
Power supply emor input

Fail-soft mode

Authorise pushbutton operation

[Accent all idertiiers -]
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From this tab, you can:
- Name your module: enter the name in the "Name" field.
- Define the module's identifier, which can be found on a label affixed to the module (e.g.
ID: 00051).
- Enable Autoprotection with the "Box break-in input" or "Power supply failure" options.
- Select the required type of fail-safe behaviour from the following choices:
o Disable the pushbutton: the pushbutton will not work in this mode if the option is
not checked.
o Refuse all identifiers (no badges will be accepted).
o Accept all identifiers (all badges will be accepted).
o Check site code (only badges with authorised site codes will be accepted).
o Switch to maintained opening (blocks all open doors).

Downgraded mode

Authorise pushbutton operation

Accept all identifiers -
Refuse all identifiers

Accept all identifiers

Check the site code

Switch to maintained opening

This mode becomes effective 30 seconds after a communication failure with the IP-12
central unit.

Caution: in fail-soft mode, no events will be recorded by the module.
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& Module 1
Readers 182 Readers 344

rgefh

Name:  Door 3 Name:  Door 4

E IID 3

ame Door 3

OK

l [ Cancel

From these tabs, you can:
e Select the one reader per door mode.
e Select the two readers for one door mode.

e Name the doors associated with each reader.
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SHModuler  [Ea

Name: Tolerance of four-state inputs:

Module 1 [p.20 B v

1D: Fail-soft mode:

|1 Cli—rrrre ]

Name Fourstate mode  Action
[ ] None -

2 |Input 2 - Module 1 None -
3 |Input 3 - Module 1 None -
4 |Input 4 - Module 1 None -
5 | Input 5 - Module 1 None -
& |Input 6 - Module 1 None -
7 |Input 7 - Module 1 None -
8 |Input 8 - Module 1 None -

From this window, you can:
o Name your module: enter the name in the "Name" field.
e Define the module's identifier, which can be found on a label affixed to the module
(e.g. ID: 00051).
e Specify the tolerance of the four-state inputs (if applicable) between 0.20V and 1.20V.

¢ In fail-soft mode, enable / disable all outputs or maintain the previous status.

Downgraded mode:

Maintain the previous status
Enable all outputs
Disable all outputs

This mode becomes effective 30 seconds after a communication failure with the IP-12

central unit.

From the "Inputs" tab, you can:
¢ Name the module inputs: enter the name in the "Name" field.
e Enable the Four-state mode.

e Force the input to Enabled or Disabled.
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Action

MNere v

Mone

Farce enabled
Force disabled

From the "Outputs" tab, you can name the module outputs: enter the name in the "Name" field.
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This module allows you to control a LIGHTSYS RISCO® intrusion central unit. It requires an
additional license MOD-INTRUSION.
Module 1 |ﬁ|

MName:

ID:
1 =

0K || Cancsl

From this window, you can:
¢ Name your module: enter the name in the "Name" field.
e Define the module's identifier, which can be found on a label affixed to the module

(e.g. ID: 00051).

To add a zone, click on "Zones" and click "Add Zone". You can add up to 8 zones per module.

From the zone window, you can give a name to your zone and set its position. You can also

check its status.

To add a group, click on "Groups" and then click "Add Group". You can add up to 4 groups.

From the group window, you can name your group, set its position, check its status and enable
automatic start:
- At atimerange
- With a delay before starting:
e Instantaneously
e From 1 to 255 minutes
- With an extension time
e Without delay (Instant service)
e From 1 to 255 minutes: allows to report the automatic start if a user is accepted

on a reader
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& hperioreaders [
Name:
Configuration | Free access time range and Mode |

APERIQ hub address
Address: |1 B

Anti-passback
[Disabled -

[] Manage the maximum per group

Passage count

(Do not count, do not test -

Opening command

Delay: 5s. =

From this window, you can name your reader: enter the name in the "Name" field.
Configuration tab

From this tab, you can:
e Enter the reader's address.
e Enable the "Anti-passback" function and choose whether the reader is for an entry or exit.
e Enable the maximum number of users per group.

e Enable the passage count function.

Passage count

Do not count, do not test
Test
Test and count
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& Aperio reader 2

Name:  Aperio reader 3

Configuration | Free access time range and Mode ‘

Profile 1 (gnabled on Security Level 1)

Free access time range:

Mode:

[Continuous monitoring v]

Profile 2 (enabled on Security Level 2)

Free access time range:

Mode:

[Continuous monitoring v}

Profile 3 (enabled on Security Level 3)

Free access time range:

Mode:

[Continuous monitoring v]

[( Continuous monitoring > v} Sestimerange || Add atime range

[( Continuous monitoring > vJ Seetime range || Add atime range

[ < Continuous monitoring > v] Seetime range || Add atime range

From this tab, you can:

Set the free access range for each security level

e Select <Permanent control> to apply no free access to the reader

e Select a time range so that the reader will remain opened until the selected range

will remained active

OK

] I Cancel

e (lick "Add a time Range" to create a new time range

o (lick "See time range" to edit the selected time

Select the operating mode for 3 security levels
e Either continuous monitoring, or
e Opening maintained, or

e Closure maintained.
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To add an automatic device, click on "Automatic devices" and then "Create an automatic device"

as follows:

& oo et

Fi

le Display Tools

Windows

Updates  Help

2 |
‘W Technical - | 'l'_l Schedules and access groups - 3

Close
Site configuration
. Zones
Lifts

-+ Central units

E\ Central unit 1

- Readers

! L l, Reader 1
- Reader2

B Bxdension modules

/ Active installati

i
~[# Counters r

reate an automatic device "

(7 Analogue inputs
- Video servers
. MORPHO readers
. Display modules

In the Automatic device window, you can:

& Automatic devicel ExXN
MName Y
Putomatic device 1 [ Disable the automatic device -

Conditions: Add a condition
If the conditions are met, execute the following actions:
If the conditions are no met, execute the following actions:

Sending emails
[ Send e-mail when automation starts
[ Send e-mail when automation stops

e Name your automatic device: enter the name in the "Name" field.

e Disable the automatic device.

ok ][ cancel |

e Add up to four conditions associated with an "AND" or "OR" logical operator.

e Add up to two actions, which will be executed when the conditions are true.

e Add up to two opposing actions, which will be executed when the conditions are false.

e Choose to send an email to all managers authorized to receive alerts when the device

starts

e Choose to send an email to all managers authorized to receive alerts when the device

stops
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® coin I =

Type of condition: 2,

[ Event '] "”

I event Unknown identifier '] [All readers V]
i [ No association - ]

From the "Condition" window, you can select the type of condition:

Type of condition:

u
Range
Input

Exdemal inEut

Counter value
Securty level value
Time

Date

Dioor

Lobby

e For a "Range" condition, select the time range to be tested and then select its status
(enabled or disabled).

& cos . =

Type of condition:
[ Rangs

f time: ran{ Range 1

e For an "Input" condition, select the input to be tested (only those in the IP-12 central
unit) and then select its status (enabled or disabled).
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O Condition

Type of condition:
(Input -]

Finput  [Clock Reader 1

e For an "External input" condition, select the input to be tested (only those in IP-EXTIO
modules) and then select its status (enabled, disabled or sabotaged for the four-state
inputs of the IP-EXTIO modules).

& o . =
Type of condition: =,
[External input v] S 4
Fextemalinpt [ Input 1 - Module 1 ~ | [Disabled -

L
ok | [ Ccancel

e For an "Automatic device" condition, select the automatic device to be tested and then

select its status (enabled or disabled).

=== . =

Type of condition:

[Momaﬁc device

f [Momaﬁc device 1

e For an "Event" condition, select the type of event to be tested.
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& coi . -

Type of condition: g,
[Everrt vl -t
f event Unknawn identifier v] [NI readers v]

[No association v]

Depending on the type of event, you can add an additional condition, such as:
o The choice of reader on which the event occurs.
o The number of the identifier relating to the event.

o The group of the user relating to the event.

e For a "Counter value" condition (displayed if a counter is created), select the counter to
be tested and the test method (if the value is lower than / greater than or equal to / equal

to) and then enter the value to be compared.

& coi I =

Type of condition: o,
[Counter value v l "
f counter [Counter 1 v] [Ieas than '] 1 5

e For a "Security level value" condition, select the test method (if the current security level
is lower than / greater than or equal to / equal to) and then enter the value to be

compared.

& oo I =

Type of condition:
[Semﬂty level valus v] v

f the security level is less than =l &
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e For a "Time" condition, select the test method (if the current time is lower than / greater

than or equal to / equal to) and then enter the value to be compared.

== I =

Type of condition:
[Tlme

Fthetimzis |lessthan

e For a "Date" condition, select the test method (if the current date is lower than / greater

than / equal to) and then enter the date to be compared.

== I =

Type of condition: e,
[Date '] -
fthe dateis [lessthan *] ndi 9 mas 2015

[ ok ][ Cancel |

e For a "Door" condition, select the door to be tested and then select its status (Closed or

Open).
& coi . =
Type of condition: o
[Door v] P4
ff door [Door1 v] [Closed v
L
ok || Cancel
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e For a "Lobby" condition, select its status (Closed or Open).

Type of condition: ,r".'r
[ Lobby -] o
Flobbyis  [Closed -
N
oKk || Cancel

& I =

Type of action: .r'kfr
|output - -
Output | Relay Reader 1 ~ | |Disable ~|
|
[ ok ][ cance |

From this window, you can select the type of action:

Edemal output
Group

Reader
Counter
Forgiving
Securty level
Video event

e For an "Output" action, select one of the outputs of the IP-12 central unit and then

choose Enable, Disable or Enable during (1 to 65534 seconds).
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@ re I ==

Type of action:
(Output = o

-

N~

Output | Relay Reader 1 ~|

I —
I Enable
enable during

For an "External output" action, select a relay for a IP-EXTIO module and then choose
Enable, Disable, Invert or Enable during (1 to 65534 seconds).

= I =

Type of action:
[Extemal output v]

-

-

Outpm[RelayLModdﬂ v] disable -

enable
invert

disable
enable during |

For a "Group" action, select the group and then Authorise or Prohibit.

@ s I 2=

Type of action:
(Group

Group [Gmup 1

For a "Reader" action, select the reader and choose one of the following operating modes:
o Normal mode.
o Opening (delay).
o Opening maintained.
o Closure maintained.

o Closure.
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= . =

Type of action:
[Reader

‘
&

Reader |Reader 1

i Nomal mod
Opening
Held open
Held closed

d

Close ok || Cancel

R

e For a "Counter" action, select a counter and then Increment, Decrement or Reset.

® i [

Type of action: g,
[Cow'lter V] s
Counter Counter 1 '] ncrease -

Increase
Decrease
Reset

e For a "Forgiveness" action, you can:
o Clear the anti-passback cycle for "All users".

o Clear the anti-passback cycle for all "The users in the group" and then select the

group.

& =
Type of action: oY,
[Reset artipassback ~| )
Resct ari passhck e S (Goo 1 7]

All users
I l

Caution: To execute this action, DOMOS must be running on your computer.

e For a "Security level" action, select:
o Increment the security level.
o Decrement the security level.

o Switch to security level 1, 2 or 3.
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Counters

To add a counter, click on "Counters" and then "Add a counter" as follows:

L
@ Domos - Mew installation 1

Type of action:

Decrease the security level
Switch to security level

- W o

File  Display Tools Windows  Updates

- Schedulesand aco

m Technical - |

" Site configuration

-1 Zones

- Lifts

= Central units

B. Central unit 1
EII_ Readers
- Reader 1
I_ Reader 2

-l Extension modules

- Automatic devices

J Act

-4} Analo r

Add a counter

-« Video servers
- MORPHO readers
- Display modules

From the counter window, you can:

e Change the "Name".

e Enter a value between O and 65535.

[ cance

N -
ame ﬁ
Value
0 =
ok || Cancel |




To add an analogue input, click on "Analogue inputs" and then "Add an analogue input" as
follows:

@ Domaos - New installation 1

File Display Tocls Windows Updates Help

bR
W Technical - | ‘1 Schedules and access groups

@ Analogue input 1

Close
Site corfiguration / Active inst Name:
..... Zones Analogue input 1
..... Lifts Associated input:
=+ Central units [ v]

Conversion formula:

{{double)5 / {double)1023) = valeur Default formula

Elg Central unit 1

Unit:
Volts
Read the input every:
! = sec.
) - oK ] [ Cancel
_____ % \ideo servers Add an analegue input “
. MORPHO readers
. Display modules

The analogue input is associated with a IP-EXTIO module that first needs to be created in
DOMOS.
In the "Analogue input" window, you can:

e Change the "Name".

e Choose the input associated with the IP-EXTIO module.

e Choose a conversion formula.

e Choose a unit of measurement.

e Enter a time value for reading the analogue input between 1 and 360 seconds.

The analogue input has a conversion range between OV and 5V.

The converted value can then be displayed in the overview plan.
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Online automatic devices are only available in case of using a client / server installation (SQL
database) with the Windows service. Under another type of installation, these devices do not
appear. They are only managed by DOMOS. So make sure that the server machine is constantly

running.

To add an automatic, click on "Online Automation" and then "Create an automatism" as follows:

& Automatic devicel Y
Name ‘oY
Automatic device 1 [ Disable the automatic device vt
Conditions: Add a condition
8 Domos - New instalation 1 [N
File Display Tools Windows Updates Help
. b P
W Technical - | = Schedules and access groups =
Close
Site configuration \/ Active installat [f the condtions are met, execute the following actions:
- Zones
sl “Ltomatic device online
- Lifts r Create an automatic device “ [f the condtions are no met, execute the following actions:
_ Central units
- Video servers
""" . Intrusion Sending emails
- MORPHO readers [”] Send e-mail when automation starts
- LPRservers [] Send e-mail when automation stops
. Display modules

From the window of the automatic device, you can:
e Give a name to your device: Type in the "Name" field
e Disable the device
e Add up to four conditions associated with an "AND" or "OR" logical operator.
e Add up to two actions, which will be executed when the conditions are true.
e Add up to two opposing actions, which will be executed when the conditions are false.
e Choose to send an email to all managers authorized to receive alerts when the device
starts
e Choose to send an email to all managers authorized to receive alerts when the device

stops
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Adding a condition:

O Condition E
Type of condition: T
[Event - ...3
f event Unknawn identifier V] [Nlreaders v]
[No association -|
ok || cancel |
From the "Condition" window, you can select the type of condition:
Type of condition:
Counter value
Securty level value
Time
Date
Adding an action:
O Action g
Type of action: o\
[ Extemal output - -k
Output | Relay 1 - Module 1

From the "Action" window, you can select the type of action:

Type of action:

Reset anti-passback
Security level

For more information about the parameters, see chapter “Automatic devices” above
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The zones management allows you to locate users. For this, you can either edit a user's record or

consult the “Present user management” (available from the “Users” menu”).

To add a zone, click on "Zones" and then "Add a zone" as follows:

@ Domaos - New installation 1

File  Display Tools Windows  Updates

g
w Technical - [ ==& Schedules and :

Cloze P
_ Site configuration \J A
: H Add a zone |

- Central units

----- _ Video servers
----- - MORPHO readers
..... _ Display modules

74



Parameters tab

From this tab, you can give a name to your zone. Type it in the "Name" field.

Access tab

Ertrm Btz
[77 Resder 1 [7] Busader 1
] Fioader 2 [ Bisader 2
[ ok ][ coce |

From this tab, you can select the readers as entry and exit of the zone.
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To create a video server, click on "Video servers" and then "Create a video server" as follows:

@ Domos - New installation 1

File  Display

Toaols

Windows  Updates H

b o I
W Technical - 'l'_l Schedules and access

. Site configuration
- Zones

Lifts
_ Central units

Close

/ Activ

e

Create a video server

- MORPHO rg
_ Display mod

Configure records

Video matrix

|

From this window, you can:

& Video server

Name:
Video server 1

Manufacturer:

[ Digfort

Address (URL):
hitp://

8600

Playback port:
8600

List cameras

Number of cameras:

User ID:
admin

Password:

oK

] [ Cancel

e Name your server: enter the name in the "Name" field.

e Choose the server manufacturer:

o DIGIFORT V7
o SAMSUNG

o DAHUA

o NUUO

o MILESTONE

Enter the server's address (URL).

Modify the port

Modify the port for video playback

Click on the "List cameras" button to detect all the cameras on the video server.

Enter the login for your server.

Enter the password.

Then you will be able to view the cameras video from a shortcut or video matrices.
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To configure video recordings, click on "Video servers" and then "Configure records" as follows:

& Video recordings XY
Display
Display duration before the event:
&) Domos - New installation 1 5 H s
File Display Tools Windows Updates E:SDIEY duration after the event:
= s.
bl
‘W Technical - ;L'l Schedules and a CAM 1 [CAM2 | A3 [ CAM 2
— Readers associated with this camera Event types
Close
Y 4 A [] Reader 1 [ Unknown identifier -
_ Site configuration ' / [] Reader 2 [] Suspended identifier i
[] Stolen identifier E
Zones
w [ Identifier off site
el Lifts [T Identffier out of distibutor
&7 Central units [T] Identfier not attributed
TR [7] User accepted
E- C d [F] Waiting for code
7 MORP reate a video server 7] Prohibited user
Disp ‘ Configure records | [C] User has already entered
w =P . . [] User has already left
Video matrix [ User not valid on door
” [ User outside time range
[] Doorlocked -
I Al ] [ None ]
[ ok ][ cancel |

In the "Video recordings" window, you can:
e Select the display duration before and after the event from O to 60 seconds.
e Associate one or more readers with a camera.

e Select one or more types of events for triggering the video.

To watch the video according to an event, display the list of events (“Events” then “See Events”)

and click the image #* in front of the desired event. A window will open and you will be able to
watch the video.

Caution: this feature only allows to view a video from a recorder. DOMOS will never trigger the

video recording on the recorder. This recorder will have to be configured accordingly (permanent
recording, motion detection ...).

77



Creating a video matrix

To create a video matrix, click "Video Servers" and then "Video Matrix" as follows:

File Display Tools Windows Updates Hell

m Technical ~ @ Schedules and access g

: Close
* Stte corfiguration J Active
el Zones

o

[ Create a video server
i . MORPHQ

Configure records

| Video matrix

| flAﬁH I B Modify K Delete

Name

From this window, you can:
- Add a new matrix by clicking the "Add" button
- Modify an existing matrix by selecting the desired matrix and clicking "Modify"

- Delete an existing matrix by selecting the desired matrix and clicking "Delete"
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Configuring a video matrix

~
‘Newmatr:

. [DCeateanewpage
[ X Delete cument page ]

|

90 } Copdnancy g O (RN

From this window, you can:
e Give a name to your matrix
e Change the number of cameras to display in the matrix (1, 4 or 16)
e (Create or delete pages

e Show or hide the configuration menu

To add a camera, select it in the right list and drag it into an available slot (gray rectangle).

To remove a camera from the current page, click the button on the camera top right corner and

then click "Close" as follows:

Full screen

| Close |

If your camera is motorized, click the button on the camera top right corner, then click "PTZ" as
follows:
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Then use the arrow and magnifiers to control your camera.
To hide the controls of the camera, click again on the button in the upper right corner, then click
"PTZ".

To view a camera in full screen, click the button in the upper right corner of the camera and

click "Full Screen" as follows:

PTZ

Full screen

Close

To return to the normal display, click again on the button in the upper right corner and click "Full

Screen".

Tip: You can use a shortcut to display your matrix.
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Configuring a central unit reader

From the Technical menu then Site configuration, click on the central unit reader then "Modify":

File Display Tools Windows Updates

s,
w Technical - ‘

Close
- Site configuration J Ac
..... ... Zones
..... o Lifts
[=+ . Central units
EI Central unit 1
|- Readers

M Reade

=_ A Modiy [
Extension modules
. Automatic devices
Counters
{7y Analogue inpts
[ Video servers
vvvvv .+ MORPHO readers
..... - Display modules

Schedules and ac
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& Reader1

=X

e

Name:

EnaK

l Free access time range and Mode I Badge + code I

Configuration lOpening command and inputs l Alam badge l Hosts I

Reader type

[Wlegand

)

[ Advanced configuration ]

Antipassback

| Disabled

7

Passage count

Manage the maximum per group

Enable passage confimation

[Do not count, do not test

Lobby mode
[7] Enable

From this window, you can:

license).

Configuration tab

In the Configuration tab, you can:

» Choose the Type of reader:

Wiegand keypad

Clock & Data

Personalised Clock & Data
Deister Clock&Data

Digitouch

Reader with keypad (HID RK40)

0K || Cancel

Name your reader: enter the name in the "Name" field.

Disable the reader (it will no longer be taken into account in the calculation of the

Reader type

M
32bit Wiegand

Clock & Data

Deister Clock&Data

Digitouch

Personalised Clock & Data
Fersonalised decimal Wiegand
Fersonalised Wiegand
FROEM Clock&Data receiver
Reader with keypad

Siﬁnal S |
Wiegand 26 bits
Wiegand 30 bits
Wiegand decimal
Wiegand keypad
Wiegand Prastel
Wiegand Vauban Systems
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e PROEM Clock&Data receiver
e Signal S

e Wiegand

e Wiegand 26 bits

e Wiegand 30 bits

e 32-bit Wiegand

e Personalised decimal Wiegand

» Enable the Anti-passback function by selecting the reader either as an "Input" or an "Output".

Antipassback
Disabled -
Dizabled ‘

Input
Exit

Check the "Manage the maximum per group" box if you wish to restrict the number of users
per access group for a given reader. The maximum number is specified in the group - refer to
the chapter entitled "Managing access groups".

Enable passage confirmation to validate when users operate a reader. To use this function,
the "Door contact" input must be connected to a door contact and the parameter for the input
must also be enabled; refer to the "Opening command and inputs" tab.

» Enable the passage count function. You can select:
e Test: used to test the number of times that a user has operated a reader without
counting and block the user if the reader is equal to O.
o Test and count: used to test the number of times that a user has operated a reader by

counting and block the user if the reader is equal to O.

' F‘asrsagé' count

Do not count, do not test -
Do not count, do not test ’

Test
Test and count

[ . o |

> Enable Lobby mode: used to integrate a reader into a lobby. Only one of the readers

belonging to the lobby can be enabled at any one time.
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& Reader1 LN

MName: Reader1 Enable

Free access time range and Mode I Badge + code I
Configumtion| Opening command and inputs lNarm badge I Hosts I

Opening command
[] End of command on door opening
[7] Authorise access group delay

Delay: 5s. =

LED output: Follows the opening command VI

Pushbutton input

(N -
Operating time range:
[Continuous operation vl

Door contact input
| Disabled -

Conditional input
Disabled -

I oK ] [ Cancel

From this tab, you can:

» Configure the Opening command.

- If you check the "End of command on door opening" box (a door contact needs to be
connected to the central unit's "Door Contact" input), the relay command will be disabled
when the door is opened or the time delay expires.

- If you check the "Authorise access group delay" box, the reader's relay command delay
will correspond to the delay specified in the group, which is practical if the time required
for a user to operate a reader is long.

- The relay command delay is from 1 to 255 seconds. If you set the value to less than 1,
you will switch to Bistable command mode (the relay status is reversed for each user
accepted or each press of the pushbutton).

- The LED output (generally used to control the reader's LED) may follow the:

e Opening command (status of the command relay).

e Door state (status of the "Door contact" input).
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e Opening command and door status (statuses of the command relay and "Door contact"

input).

- Configure the Pushbutton input. You can Pushbutton input

choose: [N/O -]
Operating time range:
e Between a NO or NC contact. [ —— v]

e Continuous operation or a predefined time

range.

Door contact input
> Configure the Door contact input. You can per cortact P

/O -
choose:
Blocked door delay:
e Between a NO or NC contact. U Disabled
e The blocked door delay function creates a
blocked door event in DOMOS if the door is
not closed within the predefined time.
» Configure the Conditional input. You choose:
e NO or NC vehicle detection Conditional input
When a badge is swiped at the reader, a vehicle Disabled .
Dizabled

must be detected to confirm the opening N/O vehicle detection
N./C vehicle detection

command. N/O alam in service
N/C alamm in service
e NO or NC alarm in service (Glass break maonitoring green N/O

Glass break monitoring green M/C

When a badge is swiped at the reader, users
will be refused entry unless they have been
assigned the alarm management authorisation.
e Glass break monitoring green NO or NC
This will create a simple event in DOMOS for enabling or disabling the break-glass

functionality.
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A Reader1 Iﬁ
Name: Reader 1 Enable

Free access time range and Mode | Badge + code |
Configuration | Opening command and inputs | Alarm badge | Hosts

Enable function

Number of passages: |1 =

Delay:
‘_J 1s.
Command:
[Automatic device relay v
Delay:
U Bistable

[7] Disable alam on a single presentation

ok |[ canesl |

From this tab, you can:

- Enable the "Alarm badge" function.

Command:
Automatic device relay

- Enter the number of passages (between 1 and 10) for

the badge at the reader to enable the alarm. Automatic device rela

. Automatic devi llect
- Specify a delay to reach the number of passages He;;% '_CM:;,'JT: 10 pen cateeer

Relay 2 - Module 1

required to enable the alarm. Relay 3 - Module 1

Relay 4 - Module 1

- Choose the command: Hﬁs- Module 1
. . Relay & - Module 1

e By the Automatic device relay. Relay 7 - Madule 1

Relay 8 - Module 1

e By the Automatic device open collector output.
e By a IP-EXTIO module relay.

Set the bistable or pulse command delay to a value between 1 and 255 seconds.
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Hosts tab

m

Mame: Reader 1 Enable

Free access time range and Mode | Badge+code|
Corfiguration | Opening command and inputs | Alamm badge | Hosts |

Visitor user management

Hosting time range:
| <Users always hosted> -
Delay:

G 1s.

From this tab, you can:
- Enable the visitor user management function.

- Select a predefined hosting time range.

Hosting time range:

- Set a delay for waiting for the host after the visitor user.
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@ Readerl LN

MName:  Reader 1 Enable

‘ Configuration | Opening command and inputs | Alam badge | Hosts |
Free access time range and Mode | Badge + code ‘

Free access management

Free access (security level 1):

[< Continuous monitoring > v] See time range || Add a time range

Free access (securty level 2):

[( Continuous monitoring > v] See time range || Add a time range

Free access (security level 3):

[( Continuous monitoring > v] See time range || Add a time range

[] Start free access at first accepted user

Operating mode

Mode (security level 1):

[Continuous monitoring v]
Mode (securty level 2):
{Continuous monitoring - l
Mode (security level 3):
{Continuous monitoring v}

ok || Canesl

From this tab, you can:

Set the free access range for each security level

Select <Permanent control> to apply no free access to the reader

Select a time range so that the reader will remain opened until the selected range
will remained active

Click "Add a time Range" to create a new time range

Click "See time range" to edit the selected time

Start free access at the first accepted user.

Select the operating mode for 3 security levels

Either continuous monitoring, or
Opening maintained, or

Closure maintained.
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Badge + Code tab

HReaderr B

Name: Reader 1 Enable

Configuration | Opening command and inputs | Alarm badge | Hosts |
Freeamsstlmera’)gemdMode| Badge+code|

Activate badge + code function

Associated keypad:
|Reader 2 -
Code waiting time:

1) 10s.

Code request time range:
[Code always requested A

Authorise users without code

From this tab, you can:
- Enable the badge + code function.
- Select the keypad associated with the reader.
- Set a delay for the code waiting time (between 1 and 255 seconds) after a badge is
swiped at the reader.

- Enter a predefined code request time range.

Code request time range:

Range 1

- Authorise users without a code.
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Advanced reader parameters

Depending on the type of reader selected, you can apply advanced settings to the reader.

Reader type
| Wiegand keypad - |

| Advanced configuration |

From the advanced configuration, you can choose the type of keypad (Wiegand 26 or 30 bits)

and set the keypad lock (from 1 to 255 seconds) depending on the number of incorrect codes.

@ Wiegand keypad @ Wiegand keypad
Keypad parameters Keypad parameters
Keypad type: Keypad type:
Wiegand 26 bits [Wiegand 26 bits
Wiegand 26 bits Keypad lock:
l‘:'\ﬂegar'nd 30 bits ! lock the keypad
Lock keypad for: Never lock the keypad
T Lock keypad after 1incomect code
Lock keypad after 2 incomect codes
Lock keypad after 3 incomect codes
Lock keypad after 4 incomect codes
Lock keypad after 5incomect codes
OK Lock keypad after 6 incomect codes
Lock keypad after 7incomect codes
—— Lock keypad after 8incomect codes
Reader type
| Clock & Data -

| Advanced configuration ]

From the advanced configuration, you can configure the number of read characters (5 to 10

characters).
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. Number of characters

Number of characters to be received

O 5 Characters

ok ) [ cnea
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Reader type
Personalised Clock & Data v

Advanced configuration |

In the advanced configuration, choose the number of characters returned by the reader (10 to

128 characters) and then enter the following parameters:

Number: location and size of the badge number read (maximum of 10 characters).

Site code: location and size of the site code (maximum of 5 characters).

Distributor code: location and size of the distributor code (maximum of 5 characters).
Channels: location and size of the channels (maximum of 5 characters) for the radio

emitters.

‘ Personalised Clock & Data

Number of characters m’m
Crazien
Number
[ Delete ] . Site code
’ Configure site codes ] . Distributor code
’ der ] Channels
[ Automatic: detection |

|;|2|3|4|5|6‘?‘8‘9‘10‘11‘12‘13‘14’15’16’17’18|19|20|21|22|23|24|?|CPL|
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By clicking on "Configure site codes", you can By clicking on "Configure distributor codes',

add authorized site codes: you can add authorized distributor codes:

@8 Codes Distributeurs ]

I Code list I

@ Codes Sites ]

I Code list I

[ Delete

[ Delete

Add a code Add a code

L S| { B
) )

To configure each item, select them in the list and then check the corresponding box in the

"Enable" column. Finally, in the frame, click on each character concerned. Caution: characters

for the same item must be consecutive.

Configuration | Channels

Enable Parameter From To
. Number 17 26
[ | Site code 2 6
[ | Distributor code |7 11
. Channels 12

In the Channels tab, you can choose the value of each channel for each reader (between O and
255).

Gromes
Channel 1:|D E”
Channel 2:|D E”
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By clicking on "Automatic detection", you can automatically search for the area containing the
badge number in the frame received from the reader.

To start the search, enter the badge number to be read by the central unit and then click on
"Start". You will then have 15 seconds to present the badge at the selected reader.

If a match is found between the number entered and the number read, after clicking on "OK", the

reader type will automatically be configured.

@ Search for reader configuration
_ e—

Type: brsonalised Clock & Data

Identiier: 1 ] | Start |

Frame received:
Reader type
| Deister Clock&Data -
| Advanced configuration |

The configuration procedure is the same as for a personalised Clock & Data reader.
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Reader type
| Reader with keypad -

| Advanced configuration |

From the advanced configuration, you can:

- Select the type of keypad: 4 or 26-bit
Wiegand.

- Lock the keypad for 1 to 255 seconds

following 1 to 10 incorrect codes. - Select the type of reader

@ Reader with keypad E O Reader with keypad

Keypad parameters

Keypad parameters
Keypad type: I
[4—bil Wiegand - ]
Keypad lock:
[Neverlock the keypad -
Lock keypad for:

Lock keypad for:

Reader type
[Wlegand

Reader type
Utiogerg z
32-bit Wiegand

Personalised decimal Wieaand
Personalised Wiegand

[ Advanced configuration

SmantCode function
[”] Enable

Wiegand 26 bits

Wiegand 30 bits

Wiegand decimal
Wiegand Vauban Systems

[ ok HCanceI]'

- Enable the SmartCode function and then specify the address of the output terminal.
A MOD-SMARTCODE license is required to use this function.

SmartCode function
Enable

Output terminal address: |1 E”
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Reader type
[Wlegand 26 bits - ]

[ Advanced corfiguration ]

In the advanced configuration, you can choose the number of bits to be received by the central
unit (16 to 32 bits).

O MNumber of bits
Number of bits to be received
J 16 Bits
oK | [ Cancel
Reader type
[Vﬂegand 26 bits v]
[ Advanced corfiguration ]

From the advanced configuration, you can choose the number of bits to be received by the

central unit (16 to 32 bits).
@ Wiegand 26 bits E
|

Site code

[7] Enable site code management

[ Configure site codes
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Reader type
[Wiegand 30 bits v]

[ Advanced configuration ]

In the advanced configuration, you can:
e Enable the site code management function. Click on "Configure site codes" to add the

authorised site codes.
e Enable the distributor code management function. Click on "Configure distributor codes"

to add the authorised distributor codes.

@ Wiegand 30 bits E1

Site code

["] Enable ste code management

[ Configure site codes ]

Distributor code

[] Enable distributor code management

[ Configure distributor codes ]

)

0K || Cancel

Reader type

[Wlegand decimal - ]

[ Advanced configuration ]

In the advanced configuration, you can choose the number of bits to be received by the central

unit (16 to 32 bits).
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@ Number of bits ‘ g

Number of bits to be received
J 16 Bite
oK || Cancel |
Reader type
[Personalised decimal Wiegand - ]

[ Advanced corfiguration ]

In the advanced configuration, choose the number of bits returned by the reader (16 to 128 bits)
and then enter the following parameters:

e Number: location and size of the badge number read (maximum of 32 bits).

e Site code: location and size of the site code (maximum of 16 bits).

e Distributor code: location and size of the distributor code (maximum of 16 bits).

e Channels: location and size of the channels (maximum of 16 bits) for the radio emitters.
You can also:

e Configure the authorised site codes.

e Configure the authorised distributor codes.
e Perform an automatic detection.

e Configure the channels for each reader.

e Configure the parities as follows:

lConfigurationI Parties lChannelsI

Parity 1 Parity 2
From |1 2| to: |15 = From |17 2l to: 30| =
- -
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Readertype

[ Personalized Wiegand v]

[ Advanced configuration ]

The configuration is the same as for a personalised decimal Wiegand reader.

These modules allow you to display information on a screen. A HDMI connection is mandatory
on the screen.

To add a new module, click "Display modules" and then "Create a display module" as follows:

Dis module X
o i IR O =

File Display Tools Windows Updates Help Name:
2 Module 1
™
W Technical - [ = Schedules and access groups
[IP address: v]
Close - 10001
_ Site configuration J Active ing
' Zones [ Search ]
i - Lifts .
-7, Central units ("] Disconnect
- Video servers Password:
i+ MORPHO readers [sesnnnsl
g e o " Sereen resolution (pixels):
[ Create a display module || — .
” 640 ~l by (420 -
Updates frequency:
1 2! min

Ld

oK || cancel

From this window, you can:
- Give a name to your module, type it in the "Name" field
- Configure the IP address or DNS address of your module
- Search your module on the network

- Disconnect the module: stops all communication with the module.
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- Set a password: the password is used to prevent access to the module's configuration by
another computer

- Set the resolution of the screen connected to the module (in pixels)

- Configure the update frequency (from 1 to 65535 minutes) if you display dynamic lists

(eg past events, present list ...)

To configure the display, click your module then click "Set display" as follows:

@ sor v s TR

File  Display Tools Windows  Updates

o
I
- W Technical - | "b Schedules and acce

Cloze
_ Site configuration \j Acti

..... . Zones

..... . Lifts

- Central units
(- Video servers

----- - MORPHO readers

= Display modules

L [

| Configure the display
Delete

Modify
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The following window appears:

!

Oisplay configuration 2 Iy .

s
o
g
]

4 |
-

SRR ]

Ea|
)2
- (hdtoﬂm

Coor [ Black

) Add a sequence X Delete this sequence 3] Transition * (J Reading (X3 Back to start

OK Cancel

It is possible to add several sequences, configure each display time as well as each mode of

transition (fade from left to right or box by box).

€3 Delete this sequence |(®) Transition ~|[J Reading (3] Back to start
T | ¥ | Mone A PR R
10 00:15 00:20 C 0040 0045 005
Fade
Left to right
Box by box

For each sequence, you can:
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- Change the time: Present the mouse cursor over the right edge of the preview until a

double arrow appears. Then move the mouse to the desired length.

0 EIEI:II:IS EII:I:I1 0 EII:I:I'

- Add a text

- Add a date and time

- Add a picture (example: display the logo of the company)

- Add a user’s picture (example: wish a colleague birthday)

- Display the result of SQL query on the database (examples: last events, list of user
present in a zone, personalized query without any limitation). Caution: if you use this
type of display, DOMOS will manage the update of the displayed datas. In this case,

ensure DOMOS will always run on your computer.

To add an item, select it in the list on the right and drag it on the sequence.

You can move an item in the sequence by clicking on it and then moving the mouse over the

sequence.

To configure an item, select it on the sequence and then change its settings from the list on the

right bottom of the window.

2! |
4 Configuration
> Position 250; 80
Text Vauban Systems
> Fort Microsoft Sans Se
Colour [ ] White

To remove an item or change the display order, right-click the item and click the desired.

Please note that the updated data from the dynamic lists will be managed by DOMOS. In this
case, make sure DOMOS is constantly running on your computer.

Using the Windows service is highly recommended in this case.
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Lifts management

The lifts are managed by the IP-EXTIO extension modules. These must be declared before you

can set up your lifts.

To add a lift, click "Lifts" and then "Create a lift" as follows:

File Display Tools Windows

w Technical ~ | Schedules an
Close
’“, Site configuration J

- Zones

W
‘. Video servers

' MORPHO readers
[ Display modules

Upda

The following window appears:

Name:

|
Reader used for this Iift:

(

~)
Outputs wsod [Fres zccesses]

Available relays

EEEE

103




From this window, you can:
- Give a name to your lift: type it in the "Name" field
- Select the reader associated to the lift

- From the "Outputs used" tab, select the relay that will be used to activate the buttons in

the lift: use the arrows for it

From the "free accesses" tab, set the free access to each floor as follows:

o No free access: the floors will only be released when a user is accepted

St B
Name
Lift 1 o
Reader used for this lift:
Reader 1 -

Outputs used | Free accesses

@ Mo free acces
) Free access on al relays
) Different free access on each relay

o Free access on all relays: the floors will be released until the selected time range

will remain active.
ALl EXY

Name
Lift 1 o
Reader used for this lift:

[Reader1 -

Outputs used | Free accesses

) No free access

@ Free access on all relays Range 1 =] [ Seetme [ Newlimerange |

) Different free access on each relay \ \ \

o)
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Also you can edit the selected time range by clicking “See time” or add a new
time range by clicking “New time range”.

Different free access on each relay: you can set a free access time range for each floor.

Name:
Liit 1
Reader used for this lift:

[Reader 1 -]

Free accesses
) MNofres access
() Free access on all relays
@ Diferent free access on each relay
Relay Fres acosss
. Range 1
Relay 2 - Module 2 Undefined -
Relay 3 - Module 2 Undefined -

4

Also you can add a new time range by clicking “Add time range”.

Then you will be able to grant users access on each floor using the access groups.

105




Schedules and access groups menu

Managing time ranges

@Schedulsandacc groups - . . . ) .
From the menu, click on "Time ranges". The list of time ranges is

displayed.
Click on "Add" to add a new time range.
Click on "Modify" to modify the selected time range.

Click on "Delete" to delete the selected time range.

106




Time range management:

ETE .

Name Display
nge 1 [Everyday v]

Graphic entry | Manual entry

&

th 2 3h 4h 5h 6h 7h & Sh 10h 11h 12h 13h 140 15h 16h 17h 18h 1%h 20h 21h 22h 23h

2

Monday

N Tuesday
‘Wednesday
Thursday
Friday
Saturday

Sunday

=
Undefined v

oK ][ cancsl

In this window, you can:

Name your time range. Caution: the name must be unique (the same name cannot be

used for more than one time range).

Configure the type of display:

o Every day: if your times are different every day.

o  Monday to Friday / Weekend: if your times are identical from Monday to Friday,
but different at the weekend.

o Monday to Sunday: if your times are identical from Monday to Sunday.

Enter your schedules

o Graphic entry

oh th 2k 3h 4 Bh 6 “h Bh Sh 10h 1Th 12h 13 14k 1Bk 16k 1Th 1Bh 1%h 20h 21h 2Zh 23k

Monday

_— S

Adding a time slot: click in a red area and hold down the left mouse

button while moving the pointer until the required time slot is obtained.

107



= Modifying a time slot: click on the time slot and move it. You can also
double-click on a time slot and then click on "Modify to enter schedules

manually".

IFrnm E00 | I

= Deleting a time slot: click on the time slot and then press the "Delete" key
on your keyboard or double-click on the time slot and then click on the

"Delete" button.

o Manual entry:

Graphic entry | Manual entry

Time slot 1 Time slot 2 Time slot 3 Time slot 4 Time slot 5 Time slot 6
P Monday EERRRVTG RV From 14:00 to: 19:02

Tuesday
Wednesday From 13:00to: 16:00

Thursday

Friday
Saturday

Sunday

Public: holidays

« 1 . >

Modffy the selected time slot
From: 03:00 [ to:  08:00 =]
(ECCE

= Adding a time slot: click on an empty time slot, enter your times in the
"Modifying the selected time slot" area and then click on the "Apply"
button.

= Modifying a time slot: click on the time slot to be modified, enter your
new times in the "Modifying the selected time slot" area and then click on

the "Apply" button.
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= Deleting a time slot: click on the time slot to be deleted and then click on

the "Delete" button.

For each time range, you can define a day of the week as well as choose from a list of public

holidays.

To configure the list, click on the C] button after "Public holidays". A new window is

displayed where you can configure the list of public holidays.

You can also define another list of specific days. To do so, click on the "Add a list" option from

the drop-down menu:

| Public holidays | [ ... |

| Undefined - |

|Indefined
Add a list
" Public holidays
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?"rl

¥ Schedules and access groups -
From the Q o menu, click on "Public holidays". The list of public holidays is
displayed.

Select public holidays Dielete daity @ Nontenewable | | Renewable () Delete

mars 2015 avril 2015 mai 2015 il

Mon. Tue. Wed. Thu. Fi. Sat.  Sun. ‘ Mon. Tue. Wed. Thu. Fi. Sat. Sun. | Mon. Tue. Wed. Thu. Fi. Sat. Sun.
1 1 2 3 4 5 1 2
2 3 4 5 6 7 8 3 7 8 9 m n 12 4 5 [ 7 8 9 10
9 m " 12 13 14 15 13 14 15 18 17 18 18 1 12 13 14 15 18 17
& 17 18 19 20 2 22 20 21 2 23 M B 6 18 19 20 21 2 23 24

(2%}
m

23 M4 B X X M OO 7028 3 % »X 2 B ¥ 331 AN
nm N

juin 2015 juillet 2015 aodt 2015
Mon. Tue. Wed. Thu. Fi. Sat. Sun. | Mon. Tue. Wed. Thu. Fi. Sat. Sun. | Mon. Tue. Wed. Thu. Fi. Sat.  Sun.
1 2 3 4 5 6 7 1 2 3 4 5 1 2

8 9 m 1N 12 13 14 6 7 8 9 m 1" 12 3 4 5 6 7 8 9
B 1% W18 19 A A 13 14 15 1% 17 18 19 nm n 1213 14 15 18

23 30 27 28 23 33} A 24 2 2% 27 28 23 N

[ ok || Cancel

In this window, you can:

- Add renewable public holidays (automatically renewed from one year to the next by the
central units and software). To do so, select "Renewable" and then click on the days that
you wish to add. These days will then take the selected colour.

- Add non-renewable public holidays (automatically deleted at the end of their validity
period). To do so, select "Non-renewable" and then click on the days that you wish to
add. These days will then take the selected colour.

- Delete public holidays: select "Delete" and then click on each day that you wish to delete.

- Delete all public holidays: click on the "Delete daily" button.

- Import public holidays from Outlook: automatically import public holidays from your
Outlook calendar. Caution: to use this function, Outlook 2007 must be installed on your

computer.
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Managing special days
In addition to special days, you can add up to eight additional lists of special days.

{ Schedules and access grou -
In the @ e menu, click on "Special days". The list of special days is
displayed.

Click on "Add" to add a new list of special days.
Click on "Modify" to modify the selected list.

Click on "Delete" to delete the selected list.

Managing a list:

MName:

List 1

MNew period
Fomnat: | Day/Month,Year -

From: dimanche 8 mars 2015 B~

Ta: dimanche & mars 2015 B~

() Renewable @ MNon+enewable

[ Add

From this window, you can:
- Name your list (in the "Name" area).
- Add, modify and delete days according to two formats (Day/Month/Year or
Day/Month/Year/Hours/Minutes).
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. % Schedules and access groups - . . .
From the .‘5} menu, click on "Access groups". The list of groups is
displayed.

Click on "Add" to add a new group.
Click on "Modify" to modify the selected group.
Click on "Delete" to delete the selected group.

Click on "Export"' to export the configuration report:

oo I ==

Information | Authorisations

Name

Group 1

Group status
[ Prohibit group

Opening delay
se reader delay

[ Limit number of accesses

From this tab, you can:
- Name your access group.
- Determine your group's status: check the "Prohibit group" box to refuse all users
belonging to this group.
- Choose an opening delay which will replace the reader setting. To do this, uncheck the

box “Use reader delay” then set the new opening delay.
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Opening delay
[ Use reader delay

Delay: Bistable z

Restrict the number of accesses for group users to the readers. You can choose the counter that

will be used (the group counter or a counter previously created on the central unit). If you use

the group counter, you can change its current value by clicking on the button "Modify counter

value" and entering its new value.

Limit number of accesses

Courter: [Cuurrter of the group w7 ]

Mazimum: 0 =

[ Modify counter value ]

oo I ==

Authorisations | Schedules
Prohibited readers: Authorised readers

=

Reader 1 Reader 2
»
&
o

oK || Cancel

From this tab, you can select the readers to which you want to grant users access. Double-click

on a reader in the left-hand list (list of prohibited readers) to authorise it or double-click on a
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reader in the right-hand list (list of authorised readers) to deny access. You can also use the

arrows in the centre of both lists to switch the selected readers.

o TN =

Information | Authorisations | Schedules

@ Pemmanent access on all readers
) Idertical schedules on all readers

() Different schedules on each reader

oK | [ Cancel

From this tab, you can define access schedules on the readers authorised for your group. In
particular, you can:

- Choose to not restrict the access schedules for your users.

- Define identical access schedules on all readers: to do so, select or create a time range.

- Configure different schedules on each reader: to do so, select a time range opposite each

reader.
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Lift tab

Relay 2 - Module 2
Relay 3 - Module 2

If you manage lifts and if a reader associated to a lift is granted in the group, a new tab with the
name of your lift appears.

Then you can select the floors to which you want your users to be granted. Double click on one
floor of the left list (list of prohibited floors) to authorize or double click on a floor of the right list
(list of authorized floors) to prohibit it. You can also use the arrows in the center of the two lists

to toggle the selected floors.

Exporting the access groups settings

Pour exporter la configuration de vos groupes d’acces, depuis la liste des groupes, cliquez sur le

bouton « Exporter ».
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[ Repotelements ~ Resuts
Gmupconﬁguration QM ][ |=1 Send by e-mail ]l = Print

Fomnat: | Text (bd) x)

From this window, you can:
- Choose to include the configuration of the groups in the report by checking the "Group
Configuration" box.
- After generating the report:
o Exportit.
¢ Email it to a contact selected in a list or enter the contact directly with the option
of zipping the file. This option depends on the email settings in Tools >
Preferences > Emails.
e Printit.
- Choose the format for the report:
o Text (.txt).
e Comma-separated text (.csv).
e Access 2007 (.accdb).
o Excel (.xls).
e XML (.xml).
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Creating users

The first method for creating users involves using a wizard, which will create the identifiers

(badges, emitters, application badges, and so on), users (physical people accessing the site) and

access groups (schedules and access rights for the site's different readers).

i Users -
To do so, click on % and then “Create users”.

The following wizard is displayed:

O User creation

A AN NN ==

Creation of identifiers (badges, transmitters, etc.)

What would you like to do?

@ Enter identifiers manually
() Generate random codes

() Leam idertifiers using a reader

Omnikey disconnected

There are three different ways to enter your identifiers:

- Manual entry: enter the first number of your identifiers, the quantity to be created, the

identifier type and the status, and then click on "Next".
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Manual entry

First number:

1 =)
Quantity:

i =)
Type:

[meimity badge v]
Status:

[In service v]

Back | [ Net || Cancsl

Omnikey disconnected

- Generation of random codes: chooses the quantity of codes to be created and the

number of digits, and then click on "Generate". Finally, click on "Next".

F £ o Y "N

Random codes

O User creation

MNumber of codes to generate:

[ S|
MNumber of digits:

5 H

[ Generate ]

’ Delete ]

Next Cancel

Omnikey disconnected

- Learning: click on "Learning" and then pass your identifiers one-by-one to any reader in
your installation. If you have a DIGIUSB (Mifare CSN card reader), swipe your badges

one-by-one. Select the type of identifier and the status, and then click on "Next".
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Learning
[ Delete ]
Type:
[Prmdmitybadge v]
Status:
[Insenfice v]
Back || Me¢ | [ Caneel
Omnikey disconnected

Access rights

@ Use an existing access group [Group 1 - ] [ See the group ]

() Authorise on all readers

() Authorise on the following readers

Back | [ Ned [ Ccancel

Omnikey disconnected

Enter the access rights to be created for your users (authorisations for the site's different

readers).
To do so, you can:
- Use an existing access group (caution: this option is only available if groups have already
been created in your installation).

- Grant users access to all readers.
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- Grant users access to a selection of readers: the list of all readers will then be displayed,

and you must check the readers to which users will have access.

Then click on "Next":

y F o W & O

Access schedules

0 User creation

@ Pemanent access on all readers
() ldentical schedules on all readers
() Different schedules on each reader

[ Back |[ nNet ][ cancel |

Omnikey disconnected

Enter the access schedules for your new users. To do so, you can:
- Use the schedules for the selected access group: if you have chosen an existing access
group, your only option will be to use the schedules for that group.
- Choose to not restrict the access schedules for your users.
- Define identical access schedules on all readers: to do so, select or create a time range.
- Configure different schedules on each reader: to do so, select a time range opposite each
reader.

Then click on "Next":
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O User creation _@

Authorisations

Status:
[Authorised v

[7] Alarm management

[7] Without checking cycle

[] Antipassback forgiveness

[ Limit the number of passages to: |1
[ Validity dates

Omnikey disconnected

Enter the different options for your users:

Their status (Authorised or Suspended).

The "Alarm management" option: users authorised to activate / deactivate an alarm
system connected to the central unit (your installation must already be correctly
configured).

The "Without checking cycle" option: if your installation is configured to use the Anti-
passback function and this box is checked, all users created with this option will not be
subject to the Anti-passback mechanism.

The "Anti-passback forgiveness" option: whenever users operate a reader, all anti-
passback cycles for all users will be cleared (all users can enter or exit again).

The "Limit the number of passages to" option will restrict a user's maximum number of
passages to the value entered.

The validity start and end dates.

Then click on "Next":
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O User creation

Omnikey di

Identities

@ Use a common identity for all users
Last nar First name:

sconnected

Back | [ New

=

Use this window to define the last name and first name of the user to be added.

Then click on "Next":

l. User creation

Omnikey disconnected

Confirmation

Creation of the following identifiers:
Type: Proximity badge

First number: 1

Quantity: 1

Group creation:

Group 1

Display summary

Ensure that all the information displayed is correct. If the wizard needs to create a new access

group, you can change its name. Then click on "Confirm" to finish creating your users.
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Modifying users

To modify a user, you must first open his record.

i Uzers -
To find a user, click on "Users" in the a menu. The list of users is displayed. Double-

click on one of the users in the list or click on to find a user based on their last

name, first name or identifier.

The user's record is then displayed:

@& (Userl)

| 'dertity | Identifiers | Authorisations | Additional information | Movements | Exceptions | Options [ Printing |

» Last name

d

Take a photo
Delete

Presence

Unknown Delete [ oK ][ Cancel ]

Tip: at the bottom of the window, you will see information about the user's presence (Unknown if

your site has not implemented the anti-passback function or if the user has not yet operated one

of your site's readers, in or out, the date of his last passage and the zone in which he is if you

manage the zones).

Identity tab

From this tab, you can:

Configure a last name and first name for your user.
Add an image file that has already been saved on your computer or network.
Take a photo using a webcam connected to your computer.

Delete the user's photo.
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If you click on "Take a photo", the following window is displayed:

Select the required webcam from the list in the top-left corner. Click on the "Capture" button to

take a photo. Finally, when the photo suits you, click on "OK".

Identifiers tab

From this tab, you can:
- Add new identifiers to your user (for example, your users can use an emitter to access a
car park and a badge to access their office). You can assign as many identifiers to the

user as required (maximum of 15,000). Caution: the same identifier cannot be assigned

124




to more than one user. Click on the "Add" button. The list of identifiers (only those that

have not yet been assigned) is displayed. Then double-click on the identifier that you

wish to assign to the user

- Modify an already assigned identifier: select an identifier in the list and then click on

"Modify". You can then modify the type of identifier (proximity badge, etc.) and the status

(In service, Suspended or Stolen).

- Remove an identifier from your user: select an identifier in the list and then click on

"Delete".

Authorisations tab

[ Bometrcs |

Mlm Authorisations \Mdijgnalﬂonndionl“ nle { ﬁloﬁbﬂslpml

o1 . =

Status: [Auhonsed VI Aocess nghts

Groups

Time range: [&mp range v]

‘ See time range ‘

Validity dates
Enable
Add || Modfy || Delete
Presence
Unknown Delete [ oK ][ C

From this tab, you can:

- Select the user's status (Authorised or Suspended).

- Configure the access schedules:

Group range (use the schedules configured in the access groups).

Permanent access: no schedule restrictions for all readers, regardless of the
schedules configured for your access groups.

Predefined time range: use this time range for all readers, regardless of the time

ranges configured for your access groups.

- Configure the validity start and end dates and times.
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- Configure the access groups:

e Add a group from those already created: click on the "Add" button. The list of

groups is displayed. Double-click on the required access group. You can add up
to three access groups for the same user.

e Modify the access group selected in the list.

e Delete the selected access group.

Addtional information tab

) (User1) X
ldeﬂylldemesl thorisations | Addtional informati Exceptions | Options | Printing |
-
[ ok ][ cancel |

From this tab, you can add other types of information to your user (e.g. telephone number,

parking space, etc.). To add new fields, use the "Preferences" menu from the “Tools” menu at
the top of the software's interface.
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Movements tab

uuﬂyluumaslhmmlmﬁmm| Movemerts | Exceptions | Options | Printing |

Unknown Ddﬁe [

0K [ Cancel |

In the "Movements" tab, you can see the user's last 50 passages. The first line in the list

corresponds to the most recent passage.

Exceptions tab

Identity | Identiiers | Authorisations | Additional information | M 1 | Options | Printing |

Additional groups

Enabling exceptions:
[ Aways enabled
[ Ad ][ Modfy || Delete
Presence
. ( Dekte | [0k ][ cancel

From this tab, you can:
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- Configure exceptions for the user, which will be enabled when the following conditions

are met:

Never enabled (exceptions are never used).

Based on a security level (if the software's security level is the same as the
selected level).

Based on a minimum security level (if the software's security level is greater than
/ equal to the selected level).

Based on a time range (when the selected time range is active).

Based on a period (when the selected period is active).

Always enabled (exceptions are always used for each of the user's passages).

- Configure the user's authorisations when exceptions are enabled:

Definition of the access schedules (use of the schedules of the access groups for
this profile, permanent access or according to a selected time range).
Access groups (identical to the access groups for the standard profile; you can

add up to three additional access groups).

When enabled, exceptions can be used to extend the user's default authorisations.

e I e
Biometrics

Identity I Identifiers | Authorisations | Additional information | Movements I Exceptions | Options [Printing I

[ Alam management ["] This user must have a host
[ No anti-passback monitaring

[ Antipassback forgiveness
[] Number of passages

[] This user must swipe badge then enter this code

Presence

Unknown [ 0K ] I Cancel

From this tab, you can modify the different options for your user:
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- The "Alarm management' option: users authorised to activate / deactivate an alarm
system connected to the central unit (your installation must already be correctly
configured).

- The "No anti-passback monitoring" option: if your installation is configured to use the
Anti-passback function and this box is checked, all users created with this option will not
be subject to the Anti-passback mechanism.

- The "Anti-passback forgiveness" option: whenever users operate a reader, all anti-
passback cycles for all users will be cleared (all users can enter or exit again).

- Number of passages: users will have a restricted number of passages for the readers
configured to support this function.

- The "This user must have a host" option: on readers configured to support this function,
users must be accompanied by a specific user or a user belonging to an access group in
order to be authorised.

Check this box and then choose the type of host:
7| This user must have a host

Host

@ User User group

| Search Delete

e "User": click on "Search" and then double-click on the host in the list displayed.
o "User group": click on "Search" and then double-click on the host access group
(any user belonging to the selected access group can accompany the user).
- The "This user must swipe badge then enter this code" option: on readers configured to

support this function, users must enter the specified code.
| This user must swipe badge then enter this code
1234 =

L
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Printing tab

o I =

Idertity | Identifiers | Authorisations | Additional information | Movements | Exceptions | Options | Printing |
Preview Printing template:
[ Template 1 -
Printer:
|PDF Complete v
Lastname: dentier
Firstname : [ x)
l (= Print
Presence
Unknown Delete [ OK ] [ C

In the "Printing" tab, you can select:
e The predefined printing template. Refer to "Badge printing templates".
e A printer.

e An identifier.

To finish, click on to print.
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Biometrics tab

o v . =

Biometrics

Enrolment module
DIGI1300

Set as default module

Badge Biometrics only

l Encode a badge without a fingermprint l

l Encode a badge using one finger l

Biometrics only are disabled. Use the tool
menu, preferences, biometrics tab to enable
l Encode a badge using two fingers l them.

From this tab, you can:
e Choose the enrolment module (click “Set as default module” to remember the used
module)
e Encode a card with or without fingerprints
e Enrol the users fingerprints (to activate this function, use the “Preferences” menu if you

are sure to be allowed to use fingerprints only in your current country)

User list

You can generate user lists by configuring the fields to be displayed and filtering according to

different criteria.

Uzers ~
To sort a list, click on "Listing" in the % menu. The following window is displayed:
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I Bemerts) ksted

From this window, you can:

Add a query: click on the "Add" button and then configure your query.

Modify a query: select your query in the list and then click on the "Modify" button.

Delete a query: select your query in the list and then click on the "Delete" button.

Execute a query: select your query in the list and then click on the "Execute" button. The
results will then be displayed.

Export the results of a query: after executing a query, select a format in the list (text file,
comma-separated text, Access 2007 database, Excel or XML) and then click on the
"Export" button.

Send the query results by email: after executing a query, select a format in the list (text
file, comma-separated text, Access 2007 database, Excel or XML) and then click on the
"Send by e-mail" button. Select or enter a recipient and choose whether to zip the file.
Caution: to use this function, you must have configured the email settings in the
software's "Preferences" menu.

Print the query results: after executing a query, click on the "Print" button.

Open the selected user's record by double-clicking on it or by clicking on the "Modify"
button in the bottom-right corner if shortcuts are displayed (to show or hide shortcuts,
click on the "Shortcuts" button).

132




Display tab
oo R e

Information

Name:

Display | Fitters

Display columns: Select all Deselect all

Last name
First name
Group
Time range
Status
Valid from
Valid until
Identifiers
Presence

FEEEEEEEE

Sort results by: ILast name v] Generate a subtotal by: Last name

From this tab, you can:
- Name your query: enter the name in the "Name" field.
- Check the fields that you wish to display in the list.
Note that additional fields can be selected provided that they have previously been added
via Tools > Preferences > Additional information.
- Select a sort for the results.
- Check the "Generate subtotal" box to generate a subtotal depending on the selected sort

criteria.
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oco I

Information

Name: New Query 1

Display | Fitters
Fitter by:
[ Last name -
[ First name ]
[] Group
[] Status
[] Valid from
[ Valid urtil
[] Presence
[C] Alam

Fitters:

Fitter users
Relating to time ranges Ranae 1

To filter the users to be displayed, click on the "Filters" tab. In this tab, you can define the

following filters:

By last name: filter users whose last name starts with / ends with / contains your text.
By first name: filter users whose first name starts with / ends with / contains your text.
By group: filter users whose group is part of your list.

By time range: filter users whose time range is part of your list.

By status: filter users whose status matches the selected status.

By validity start and end date: filter users whose validity dates are later than / earlier
than / between the dates entered.

By presence: filter users whose presence matches the presence selected.

By Alarm, Forgiveness, Password confirmation (without any anti-passback cycle check),
Visitor, and With biometrics: filter users whose options match the options selected.

By number of passages: filter users whose passages are equal to / greater than or equal

to / less than a number or between two numbers.
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- By the presence of biometric data: filter users according to whether they have been
enrolled.

- By number of passages: filter users whose number of passages is equal to / greater than
or equal to/ less than or between the values entered.

- By authorised readers: filter users according to the authorised readers.

- If you have defined additional fields: filter users whose information starts with / ends with

/ contains your text.

To add a filter, simply check it. A new window is displayed, where you can fine-tune your search
criteria.

To modify a filter, go to the list of filters (at the bottom of the window) and click on the blue link

(example: Group range ) A new window is displayed, where you can fine-tune your search criteria.
To delete a filter, simply uncheck it.
To filter users by last name or first name, check the "Ask on execution" box, so that the software

prompts you to enter your text when executing the query.

Once you have entered your filters, click on "OK". In the previous window, click on "Execute". The

results will be displayed.

To reset all users anti-passback cycle, click "Reset anti-passback" as follows:

q{? Users ~ W ‘ Events - |
)y |

Identifiers

Users
Create users

Listing

Reset anti-passback

Import a list

Presence time

Present user management

Click "Yes" when prompted.

The current presence of all users will be erased and they will be able to go in or out again.
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Importing a list of users

To import a list of users, click "Import a List" as follows:

aUscrs - . Events - |
<

Identifiers
Users

Create users

Listing

Reset anti-passback
Import a list

Presence time

Present user management

JeLuet

The following window appears:

@]mporldata ~ [[5 Modify colurns % Delete - i‘a Confirm import

0 Elemets listed

To import your list, click "Import Data" and then select your data type:
- From the clipboard: you must first have copied data
- From a file: Then select your file format and click "Open". The following formats are

available:

Comma-separated text file [*.bd:*.cov)
Semicolon-separated text file (".bd™.csv)
Tab-separated text file ("™ cov)

Excel file (*ls:™ alsx)
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- From a database:

d Import a datal E
Configuration

Path:

o Select the format of the database (ACCESS or SQL SERVER)

o Enter the path to the database

o Enter the authentication mode, the login and password if necessary
o Specify the query to retrieve the data to import

o Use the "Settings" button to export or import the configuration

Once your data is imported, you must configure the various columns as follows:

|dentifier {(number written)
Last name

First name

Group
Valid from
Valid urtil

Number of passages

For each field type to import, configure the column number based on the data in your file. If your

file does not contain some columns, leave them as "Undefined".
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Tip: You can import multiple credentials per user. To do this, in the identifier column, enter the

list of user IDs separated by commas.

To return at any time on this column settings, click "Modify Columns".

To remove the lines you do not want to import, select them from the list and click "Remove".
To start importing and creating users, click "Confirm Import".

If you have set a "Group" column, make sure that the access groups were created previously with
the same spelling. You can then choose whether to create non-existent groups.
Otherwise, you can choose an access group that will be automatically assigned to all imported
users.

These last two options will be required upon confirmation of import.
Presence time

To calculate the user presence time, click "presence time" as follows:

aUsels - . Events -
&

Identifiers

Users

Create users

Listing

Reset anti-passback
Import a list

| Presence time

Present user management

The following window appears:

Access selection Period selection Results

g L [mars 2015, x) 1 Calcudate Il Bpon
[ P ][ aSendbyemai |
User selection
® Gow: © o Format [l ]
A None A Mene [Mgows  v] [ Dspleypessages
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From this window, you can:

Select the entries and exists readers. You can also use the shortcuts "All" and "None" to
check or uncheck all readers within one click.

Select the calculation period: month predefined or custom period

Select users to calculate either the users of all groups, users of a group or a specific user

View the details of the user passages by checking the box "Display passages"

Start the calculation by clicking on "Calculate"

Export results: after running the calculation, select a format from the list (text file, text
separated by commas, Access 2007 database, Excel or XML) and click the "Export"
button.

Send results by email: after running the calculation, select a format from the list (text file,
text separated by commas, Access 2007 database, Excel or XML) then click "Send by e-
mail". Select or enter a recipient and choose whether to compress the file.

Caution: to use this feature, you must have configured the mail settings from the
"Preferences" menu of the software.

Print the results: after running the calculation, click the "Print" button

To view the list of users in one or more areas, click "Present user management" as follows:

JR Users - W ' Events - ]
ML oy :

Identifiers

Users

Create users

Listing

Reset anti-passhack
Import a list

Presence time

‘ Present user management

To use this feature, you must have configured your areas first.

The following window appears:
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‘ Zone selection Results '

[ Bosewe [ Wew ]
[ dbm ][ seatyens |
Fomnat: | Text (bd) -
[Z] Generate one sub+otal per zone

= St by

First name Access groups

From this window, you can:

Select the areas used for the report. You can also use the shortcuts "All" and "None" to
check or uncheck all zones in one click.

Start the calculation by clicking on "Calculate"

Export results: after running the calculation, select a format from the list (text file, text
separated by commas, Access 2007 database, Excel or XML) and click the "Export"
button

Send results by email: after running the calculation, select a format from the list (text file,
text separated by commas, Access 2007 database, Excel or XML) and then click "Send
by e-mail". Select or enter a recipient and choose whether to compress the file.

Caution: to use this feature, you must have configured the mail settings from the
"Preferences" menu of the software.

Print the results: after running the calculation, click the "Print" button
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- Select to generate a subtotal per area in the report by checking the box "Generate one
subtotal per area"

- Select the sort criterion of users by selecting it in the list (Name or Access Group)
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Events menu

Events display

You can display a list of events in real time at the bottom of your screen by clicking on the

"Display" menu and then "Event list".

| Close |
Date Type Reader Identifier

Caution: this list only contains events that have occurred since you started DOMOS. To close the

list, click on the "Close" button at the top-right of the list.

Events -

To view the last 2,000 events, click on the . menu and then "See list".

Note: to display more events, refer to the "History" tool.

The following window is displayed:

In this window, you can:
- View the last 2,000 events.
- Double-click on a user-related event to open its record.
- Double-click on an identifier-related event to open its record.
- Consult a recorded video (requires compatible video server and a setup of DOMOS

according to the recordings, refer Video Servers section)
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Event history and reports

You can sort the event history by configuring the fields to be displayed and filtering according to

different criteria.

Events ~

To sort the history, click on "History and reports" in the . menu. The following

window is displayed:

0Bt ted

In this window, you can:

Add a query: click on the "Add" button and then configure your query.

Modify a query: select your query in the list and then click on the "Modify" button.

Delete a query: select your query in the list and then click on the "Delete" button.

Execute a query: select your query in the list and then click on the "Execute" button. The
results will then be displayed.

Export the results of a query: after executing a query, select a format in the list (text file,
comma-separated text, Access 2007 database, Excel or XML) and then click on the
"Export" button.

Send the query results by email: after executing a query, select a format in the list (text
file, comma-separated text, Access 2007 database, Excel or XML) and then click on the
"Send by e-mail" button. Select or enter a recipient and choose whether to zip the file.
Caution: to use this function, you must have configured the email settings in the

software's "Preferences" menu.
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- Print the query results: after executing a query, click on the "Print" button.

- If the selected event concerns a user, open the record by double-clicking on it or by
clicking on the "Modify" button in the bottom-right corner if shortcuts are displayed (to
show or hide shortcuts, click on the "Shortcuts" button).

- If the selected event concerns an identifier, open the record by double-clicking on it or by
clicking on the "Modify" button in the bottom-right corner if shortcuts are displayed (to

show or hide shortcuts, click on the "Shortcuts" button).

Information
Name: [New Query 1

Display | Fiters

Display columns: Select all Deselect all

Date

Time

Type
Central unit
Reader
Identifier

Last name
First name
Group

Sort results by: v] [7] Generate a subtotal by: Date

From this tab, you can:
- Name your query: enter the name in the "Name" field.
- Check the fields that you wish to display in the history.
- Select a sort for the results.
- Check the "Generate subtotal" box to generate a subtotal depending on the selected sort

criteria.
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Information

Name: New Query 1

Display | Fitters
Filter by:
[7] Date
[ Time
[] Central unit
[7] Reader
[ Identifier
[7] Last name
[] First name
[] Group
Filters:

Fitter events

Relating to types  User accepted

To filter the events to be displayed, click on the "Filters" tab. In this tab, you can define the

following filters:

By date: filter events whose date is later than / earlier than / between the dates entered.
By time: filter events whose time is between the times entered.

By type: filter events whose type is part of your list.

By central unit: filter events whose central unit is part of your list.

By reader: filter events whose reader is part of your list.

By identifier: filter events whose identifier is part of your list.

By last name: filter events where the last name starts with / ends with / contains your
text.

By first name: filter events where the first name starts with / ends with / contains your
text.

By group: filter events whose group is part of your list.

To add a filter, simply check it. A new window is displayed, where you can fine-tune your search

criteria.
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To modify a filter, go to the list of filters (at the bottom of the window) and click on the blue link
(example: Useraccepted ) A new window is displayed, where you can fine-tune your search
criteria.

To delete a filter, simply uncheck it.

To filter users by last name or first name, check the "Ask on execution" box, so that the software

prompts you to enter your text when executing the query.

Once you have entered your filters, click on "OK". In the previous window, click on "Execute". The

results will be displayed.
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The overview allows you to view your installation's status in real time and in plan format.

Editing the maps
From the “=== menu, select “Edit” to create your maps.

-Gt overview N
Plon it 5 Seaech (g Save

i
i

Modify
Delete

MU LH
i

COCUCOOCCOUT

[
i

H

0 Add 8 new plan? F

Your overview must have a plan. The first time, you are prompted to add a plan via a specific
window or click on Add in the left-hand column and then search for a plan in jpg, bmp, gif or

png format.

Inputs

Analogue inputs
Doors

Cameras

Intrusion zones
Intrusion groups
Central units
Extension modules
Glass break

To add items to a plan, select the item in the list of items on the right

side of the window and drag into the plan.
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In the plan, you can right-click on the icon to see a
preview of the item's different statuses or delete the
item.
By selecting an icon in the plan, you can edit its
parameters in the lower part of the right-hand
column.
For a reader, you can:

- Choose a background colour.

- Show or hide an event window as soon as an

event occurs on the reader.

- Select the window position:

)
) ] )
[ | | (ad

- Change the image size.
- Change the image.
- Change the name.

- Change the font.

»  Image Size 48 48
MNomal [ ] Nene
Brealn [ ] None
Door Elocked [ | None
Free access [ ] Nene

Name
Text Reader 1
Text Colour Il o:.0:0
> Fort Microsoft Sans Serif; &
Supervision
First plan No

................ iquration ;

Colour [ 0: 255; 255; 255
Event Window

Digplay Yes

‘Window Position Bottom / Right
Images

Opening Maintain[_] Nene
Closure Maintaine[ | None

[ ®
g Maps -
From the == menu, select “Open” to open your maps.

If you have several plans, you can select the required plan in the left-hand column:
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Administration menu

The administration function is used to organise the software's managers. You can then adjust the

access rights for each manager. A log is also available and provides a record of all events
occurring between the start and end of a given session.

Creating a manager
% Administration -
In the menu, click on Managers.

&vriges T
[ F1add | %1 Dupicate | [ 5 Modiy | | % Detete |

a Administrator

You can add, duplicate, modify and delete managers. The Administrator is the default manager

and cannot be modified or deleted, since the Administrator represents the top-level manager.
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Click on "Add" to create a manager.

& Manager 1 l&
Information ‘nghts‘
Last name: Validity dates
Manager 1 [] Enable

First name:
E-mail address:
Password:

Confirm password:

[7] The password may be changed
The password must be changed
[] Manager prohibited
[T Manager using the iPhone application

[ Receive e-mail alerts

ok || cancel

From this window, you can enter the:
- Last name.
- First name.
- Email address.
- Password.
Check "The password may be changed" to allow managers to change their password.
Check "The password must be changed" to force managers to change their password when
opening a session.
Check "Manager prohibited" to ban the manager.
Check "Manager using the iPhone application" to allow managers to use the iPhone application
(if this function is enabled).
Check "Receive e-mail alerts" so that managers will receive events by email. An email address

must be provided.
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All managers have rights determining their access and management of the software. To configure
their rights, go to the "Rights" tab.

& Manager 1 l&
[ Information ‘ Rights ‘
[ Complete | [ Readony || Reected |
Right Complete control Read only Rejected <
Site configuration 0 0
Equipment status o 0 £
Central unit management = =
Reader management = =
Automatic device management = =
Counter management 0 0
Security level ] [
Lift management ] ]
Video server management [ ]
Management of video matrix [ [
Zone management 0 |
Display module management 0 0
Schedules and access groups
Time ranges 0= 0=
Public holiday man ot 1 1 72 o
[ ok ][ Cancel

From this window, you can check all of the following columns with a single click:
- Complete control: managers have no restrictions and complete access to all software
functionality as the administrator.
- Read only: managers have access to all software functionality, but cannot make any
changes to the software.
- Rejected: managers will be denied access to all software functionality and all their rights

will be deleted.

You can also reorganise managers' rights if they are not part of the same column. The rights
available are as follows:
- Technical
o Site configuration
o Equipment status
o Central unit management
o Reader management

o Automatic device management
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o Counter management
o Security level
o Lifts management
o Video server management
o Video matrices management
o Zones management
o Display modules management
- Schedules and access rights
o Time ranges
o Public holiday management
o Lists of special days
o Access groups
- Events
o Event display
o History and reports
- Maps
o Edit the maps
o Open the maps
- Administration
o Managers
o Managers log
- Updates
o Central units and extension modules
- Tools
o Event settings
o Card printing templates
o Preferences
o Modules management
o Company management
o Automatic import
o Shortcuts management
- Software management

o Software closure

If you have additional modules, you will also find the different access rights to these modules in

this window.
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Shortcuts provide a very quick way of using the software both easily and effectively. You can

carry out pre-programmed tasks with just a single click.

Close
Add a shortcut

In the right-hand column, click on "Add a shortcut" to create a new shortcut:

Q Shortcut 1 ‘

Name:

Type:

[Open a window

(Open the following window:
’S'rte configuration

From this window, you can:

153



Change the name.
Choose the type of shortcut.

Modify, delete or reset the shortcut image.

. Open a window: with this shortcut, you can open the following functions:

e Site configuration e User list

e Equipment status e Event list

e Time ranges e History and report
e Public holidays o Edit overview

e Special days list e Overview

e Access groups e Presence time

e |dentifiers e Managers

e Users e Security level

e User creation e Data import

. Create: with this shortcut, you can create:

o Agroup. e An identifier.
o Atime range. e Auser.
o Alist of special days. ¢ A manager.

Learn an identifier: with this shortcut, you can open the identifier learning window by

using one of your site's readers or a DIGIUSB (Mifare® table reader).

History: with this shortcut, you can execute a predefined query in the Event history. This

shortcut enables you to:

e Display the results.

e Print the results.

e Export the results in the following format: Text (.txt), Comma-separated text (.csv),
Access (.accdb), Excel (.xIs) and XML (.xml).

e Define the location of the results on your PC.

e Email the file to a recipient. The file can be zipped and/or deleted after sending.

User list: with this shortcut, you can execute the same operations as the History, and the

query must be predefined in the Listing.
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. Control readers: with this shortcut, you can control one or more readers:

Simple opening
Return to Normal mode
Opening maintained

Closure maintained

The command can be executed on all readers or just specific readers.

. Search for a user: with this shortcut, you can display the following window:

Last name First name

Omnikey disconnected

In this window, you can select one of the following search criteria:

Then click on "Search". In case of search results, you can double-click on users to edit

Last name
First name

I[dentifier

them.

. Video servers: with this shortcut, you can Display a camera that has been selected in a

list or a Global event from a Digifort video server that has been pre-declared in your site's

configuration.

. Launch a program: with this shortcut, you can launch another program on your PC. To

do so, define the path pointing to the program.
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10.Force the importing of a module: with this shortcut, you can automatically import a

module. To do so, first configure the settings in Tools > Preferences > Automatic import.

11.Drive an output: with this shortcut, you can control the output for a IP-EXTIO module

relay. The command is either to enable the relay or disable the relay.

12.Change security level: with this shortcut, you can change the software security level. You

can choose between security levels 1, 2 and 3.
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